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About this User’s Guide

This User’'s Guide shows you how to set up the ADSL2+ Router
and its configuration to meet the needs of your network and Internet
connection type.

This document is organized in five major parts, each containing
several chapters:

N Part 1, “Getting Started,” describes the product features,
provides quick start setup instructions, and explains basic
configuration information you will need to begin using the
ADSL2+ Router.

Read the chapters in Part 1 before attempting to use or
configure the device. Depending on your LAN and Internet
connection requirements, no additional configuration may
be needed before you begin using the device.

N Part 2, “Interfaces and Operating Modes,” describes the
available operating modes and how to configure them. Part
2 also provides detailed configuration instructions for each
of the ADSL2+ Router’s interfaces.

N Part 3, “Routing and IP-Related Features,” provides
configuration instructions and detailed information on using
the ADSL2+ Router routing features, such as DHCP server,
DNS relay, and IP routes.

N Part 4, “Security Features,” describes how to configure
Network Address Translation (NAT) and the embedded
firewall, and how to create your own data filters.

N Part 5, “Administrative Tasks and System Monitoring,”
provides instructions for network and system administrators
on controlling access to the ADSL2+ Router’s configuration
software, viewing system performance statistics,
diagnosing problems, upgrading the system software,
managing the configuration, and configuring special
features.

The document’s appendices explain basic Internet and networking
concepts and provide solutions to common troubleshooting issues.
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Part 1 Getting Started - ADSL2+ Router User’s Guide

About Part 1

Part 1 provides an overview of the ADSL2+ Router’s features and
basic setup and configuration instructions. All users are encouraged
to follow these setup instructions when first installing the ADSL2+
Router on a network.

Some users may find these instructions sufficient to begin using the
device on their network, with no additional changes required to the
product settings.

Part 1 contains the following chapters:

N Chapter 1, “Getting to Know” describes the product
features and provides a parts list.

N Chapter 2, “Quick Start,” provides instructions for setting
up the hardware and for performing initial configuration of
the ADSL2+ Router and your LAN PCs.

N Chapter 3, “Getting Started with the Configuration
Manager,” provides basic instructions for using the
ADSL2+ Router’s configuration program. Detailed
instructions for modifying each setting are provided in
subsequent chapters.

12



1 Getting to Know

Features

2 2 20 2

2 2

2

ADSL2+ modem for high-speed Internet access

10/100Base-T Ethernet router to provide Internet
connectivity to all computers on your LAN

USB port for connecting a USB-enabled PC

Network address translation (NAT), firewall, and IP filtering
functions to provide security for your LAN

Network configuration through DHCP Server and DHCP
Relay

Services including IP route and DNS server configuration,
RIP, and IP and DSL performance monitoring

Configuration program you access via your Web browser

System Requirements

You must have the following:

2 2

2

2

ADSL service up and running on your telephone line.

One or more computers each containing an Ethernet
10Base-T/100Base-T network interface card (NIC) and/or a
single computer with a USB port

An Ethernet hub or switch, if you are connecting the device
to more than one computer on an Ethernet network

For system configuration using the supplied web-based
program: a web browser such as Internet Explorer v5.0 or
later, or Netscape v6.1 or later

Parts Check

D220 22 2 2

ADSL2+ Router

Power adapter

USB cable(Optional)

Ethernet cable (“straight-through” type)
RJ11 phone cable

Quick Installation Guide

Driver CD

13
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2 Quick Start

-

WARNIN

This Quick Start provides basic instructions for connecting the
ADSL2+ Router to a computer or LAN and to the Internet.

2

Quick Start Part 1 describes setting up the hardware.

N Quick Start Part 2 describes how to configure Internet
properties on your computer(s) and how to install the
software for using a computer attached to the USB port
(optional).

Quick Start Part 3 shows you how to configure basic
settings on the ADSL2+ Router to get your LAN or PC
connected to the Internet.

After setting up and configuring the device, you can follow the
instructions on page 30 to verify that it is working properly.

2

This Quick Start assumes that you have already established ADSL
service with your Internet service provider (ISP). These instructions
provide a basic configuration that should be compatible with your
home or small office network setup. If necessary, refer to the
subsequent chapters for additional configuration instructions.

Quick Start Part 1 — Connecting the Hardware

In Quick Start Part 1, you connect the device to the phone jack, the
power outlet, and your computer or network.

Before you begin, turn the power off for all devices. These
include your computer(s), your LAN hub/switch (if applicable),
and the ADSL2+ Router.

Step 1. Connect the ADSL cable.

Connect one end of the provided phone cable to the port labeled
ADSL (or DSL) on the rear panel of the device. Connect the other
end to your wall phone jack.

Step 2. Connect the Ethernet cable.

If you are connecting a LAN to the ADSL2+ Router, attach one end
of the provided Ethernet cable to a regular hub port and the other
end to the Ethernet port on the ADSL2+ Router .

Step 3: Install USB software and connect the USB
cable(optional).

You can attach a single computer to the device using a USB cable.
The USB port is useful if you have an USB-enabled PC that does
not have a network interface card for attaching to your Ethernet

14
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network. You must install software on the PC to enable
communication; see Connecting a computer to the USB port on
page 22.

Step 4. Attach the power connector.

Connect the AC power adapter to the Power connector on the back
of the device and plug in the adapter to a wall outlet or power strip.

Step 5. Turn on the ADSL2+ Router and power up your systems.

Press the On/Off switch on the back panel of the device to the On
position. Turn on and boot up your computer(s) and any connected
LAN devices such as hubs or switches.

15
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Quick Start Part 2 — Configuring Your Computers

Quick Start Part 2 provides instructions for configuring the Internet
settings on your computers to work with the ADSL2+ Roulter.

Before you begin

By default, the ADSL2+ Router automatically assigns all required
Internet settings to your PCs. You need only to configure the PCs to
accept the information when it is assigned.

In some cases, you may want to assign Internet information
manually to some or all of your computers rather than allow the
ADSL2+ Router to do so. See “Assigning static Internet information
to your PCs”on page 21 for instructions.

N If you have connected your PC via the USB port, see the
USB configuration instructions on page 22.

If you have connected your PC(s) or LAN via Ethernet to
the ADSL2+ Router, follow the instructions that correspond
to the operating systems installed on your PCs.

el

Windows® XP PCs

1. Inthe Windows task bar, click ﬂl and then click
Control Panel.

2. Double-click the Network Connections icon.

In the LAN or High-Speed Internet window, right-click on the
icon corresponding to your network interface card (NIC) and
select Properties. (Often, this icon is labeled Local Area
Connection).

The Local Area Connection dialog box displays with a list of
currently installed network items.

4. Ensure that the check box to the left of the item labeled
Internet Protocol TCP/IP is checked, and click

5. Inthe Internet Protocol (TCP/IP) Properties dialog box, click
the radio button labeled Obtain an IP address
automatically. Also click the radio button labeled Obtain
DNS server address automatically.

6. Click twice to confirm your changes, and close
the Control Panel.

16
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Windows 2000 PCs
First, check for the IP protocol and, if necessary, install it:

1.

In the Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click
the Local Area Connection icon, and then select Properties.

The Local Area Connection Properties dialog box displays with
a list of currently installed network components. If the list
includes Internet Protocol (TCP/IP), then the protocol has
already been enabled. Skip to step 10.

If Internet Protocol (TCP/IP) does not display as an installed
Ingtall... I

component, click|

In the Select Network Component Type dialog box, select

Protocol, and then click .

Select Internet Protocol (TCP/IP) in the Network Protocols
]9

list, and then click

You may be prompted to install files from your Windows 2000
installation CD or other media. Follow the instructions to install
the files.

If prompted, click Ll to restart your computer with

the new settings.

Next, configure the PCs to accept IP information assigned by the
ADSL2+ Router:

8.

10.

11.

12.

In the Control Panel, double-click the Network and Dial-up
Connections icon.

In Network and Dial-up Connections window, right-click the
Local Area Connection icon, and then select Properties.

In the Local Area Connection Properties dialog box, select

Internet Protocol (TCP/IP), and then click Fiopetties

In the Internet Protocol (TCP/IP) Properties dialog box, click
the radio button labeled Obtain an IP address
automatically. Also click the radio button labeled Obtain
DNS server address automatically.

Click Ll twice to confirm and save your changes,

and then close the Control Panel.

17
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Windows ME PCs

1.

In the Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click
the Network icon, and then select Properties.

The Network Properties dialog box displays with a list of
currently installed network components. If the list includes
Internet Protocol (TCP/IP), then the protocol has already been
enabled. Skip to step 11.

If Internet Protocol (TCP/IP) does not display as an installed
component, click .

In the Select Network Component Type dialog box, select

Protocol, and then click .

Select Microsoft in the Manufacturers box.
Select Internet Protocol (TCP/IP) in the Network Protocols

list, and then click Ll

You may be prompted to install files from your Windows Me
installation CD or other media. Follow the instructions to install
the files.

If prompted, click Ll to restart your computer with

the new settings.

Next, configure the PCs to accept IP information assigned by the
ADSL2+ Router:

9.

10.

11.

12.

13.

In the Control Panel, double-click the Network and Dial-up
Connections icon.

In Network and Dial-up Connections window, right-click the
Network icon, and then select Properties.

In the Network Properties dialog box, select TCP/IP, and

. Properties
then click LeE

In the TCP/IP Settings dialog box, click the radio button
labeled Server assigned IP address. Also click the radio
button labeled Server assigned name server address.

Click Ll twice to confirm and save your changes,

and then close the Control Panel.

18
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Windows 95, 98 PCs
First, check for the IP protocol and, if necessary, install it:

1. Inthe Windows task bar, click the Start button, point to
Settings, and then click Control Panel.

2. Double-click the Network icon.

The Network dialog box displays with a list of currently installed
network components. If the listincludes TCP/IP, and then the
protocol has already been enabled. Skip to step 9.

3. If TCP/IP does not display as an installed component, click
Add...

The Select Network Component Type dialog box displays.

4. Select Protocol, and then click .

The Select Network Protocol dialog box displays.

5. Click on Microsoft in the Manufacturers list box, and then
click TCP/IP in the Network Protocols list box.

6. Click Ll to return to the Network dialog box, and

then click Ll again.

You may be prompted to install files from your Windows 95/98
installation CD. Follow the instructions to install the files.

7. Click Ll to restart the PC and complete the

TCP/IP installation.

Next, configure the PCs to accept IP information assigned by the
ADSL2+ Router:

8. Open the Control Panel window, and then click the Network
icon.

9. Select the network component labeled TCP/IP, and then

. Properties
click P

If you have multiple TCP/IP listings, select the listing associated
with your network card or adapter.

10. In the TCP/IP Properties dialog box, click the IP Address tab.

11. Click the radio button labeled Obtain an IP address
automatically.

12. Click the DNS Configuration tab, and then click the radio
button labeled Obtain an IP address automatically.

13. Click Ll twice to confirm and save your changes.

You will be prompted to restart Windows.

14. Click il
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Windows NT 4.0 workstations

First, check for the IP protocol and, if necessary, install it:

1.

In the Windows NT task bar, click the Start button, point to
Settings, and then click Control Panel.

In the Control Panel window, double click the Network icon.
In the Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network
protocols. If the listincludes TCP/IP, then the protocol has
already been enabled. Skip to step 9.

If TCP/IP does not display as an installed component, click
Add...

In the Select Network Protocol dialog box, select TCP/IP,
and then click ok

You may be prompted to install files from your Windows NT
installation CD or other media. Follow the instructions to install
the files.

After all files are installed, a window displays to inform you that
a TCP/IP service called DHCP can be set up to dynamically
assign IP information.

Click il to continue, and then click Ll if

prompted to restart your computer.

Next, configure the PCs to accept IP information assigned by the
ADSL2+ Router:

7.

10.

11.

Open the Control Panel window, and then double-click the
Network icon.

In the Network dialog box, click the Protocols tab.

In the Protocols tab, select TCP/IP, and then click
Properties

In the Microsoft TCP/IP Properties dialog box, click the radio
button labeled Obtain an IP address from a DHCP server.

Click Ll twice to confirm and save your changes,

and then close the Control Panel.
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Assigning static Internet information to your PCs

In some cases, you may want to assign Internet information to
some or all of your PCs directly (often called “statically”), rather than
allowing the ADSL2+ Router to assign it. This option may be
desirable—but not required—if:

N You have obtained one or more public IP addresses that
you want to always associate with specific computers (for
example, if you are using a computer as a public web
server).

N You maintain different subnets on your LAN (subnets are
described in Appendix A).

Before you begin, be sure to have the following information on hand.
Contact your ISP if necessary:

N The IP address and subnet mask to be assigned to each
PC.

N The IP address of the default gateway for your LAN. In
most cases, this is the address assigned to the LAN
interface on the ADSL2+ Router. By default, the LAN
interface is assigned this IP address: 192.168.1.1. (You
can change this number, or another number can be
assigned by your ISP. See Chapter 4 for more information.)

N The IP address of your ISP’'s Domain Name System (DNS)
server.

On each PC, follow the instructions on pages 16 through 20 relating
only to checking for and/or installing the IP protocol. Once it is
installed, continue to follow the instructions for displaying Internet
Protocol (TCP/IP) properties. Instead of enabling dynamic
assignment of the IP addresses for the computer, DNS server, and
default gateway, click the radio buttons that enable you to enter the
information manually.

Your PCs must have IP addresses that place them in the same
subnet as the ADSL2+ Router’s LAN interface. If the IP addresses
you manually assign to your LAN PCs are in a different subnet than
the LAN interface, follow the instructions in Chapter 4 to change the
LAN interface IP address as needed.

21
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Connecting a computer to the USB port

If you use the ADSL2+ Router's USB port to connect to a PC, you
must install the provided USB driver software on the PC. The driver
enables Ethernet-over-USB communication with the ADSL2+
Router.

Configuring the USB computer is a two-part process:

N In USB Driver Installation Part 1, you install the USB driver
on the PC.

N In USB Driver Installation Part 2, you configure the IP
properties on the PC.

USB Driver Installation Part 1. Installing the USB Driver on the
PC:

1. Ensure that the USB cable is not connected to the USB
port on the PC. The installation program will prompt you
when to connect the cable.

2. Copy the USB installation files to a temporary directory on
the USB computer.

3. Inthe folder where you copied the files, double-click on
setup.exe to start the DSL Modem Setup Wizard.

The Welcome page for the DSL Modem Setup Wizard displays:
;"j.- DSL Modem Setup Wizard jl x|

Welcome!

YWelcome to the D3L Modem Setup Wizard!

This wizard will install the drivers and the
_ related software for your DSL modemn on your

computer.

Press Mext to move on to the next step!

LCancel

Figure 1. DSL Modem Setup Wizard—Welcome! Page

4. Click Lk
The License Agreement page displays:

22
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4 psL Modem Setup Wizard x|

License Agreement

Flease review the following license agreement,

I and click Accept to continue.

_ This is a placehalder far a license =]

agreement. Please replace this with your
license agreement.

[
Lecline |

Figure 2. DSL Modem Setup Wizard—License Agreement Page

< Back

Review the terms of the license, and, if you agree to the

terms, click

The Installing window displays as the Wizard prepares your
system for the installation:

44 pSL Modem Setup Wizard ; x|

Installing

The DSL Modern Setup Wizard is now
installing the drivers needed by Windows to
operate the madem.

Preparing systern for installation. ..

I

Figure 3. USB Setup Wizard: Installing Page

If a Microsoft digital signature dialog box displays, click

-
to continue.

The Installer begins copying the necessary installation files to
the required locations. When complete, a window displays,
prompting you to connect the USB cable to your computer.

23
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7. Click L

You are now finished installing the driver. You do not need to restart
your computer. Proceed to USB Driver Installation Part 2 to
configure IP properties on the USB PC.

The DEL Installer is searching for installed hardware. f your modem is
not yet plugged in to your computer, please plug it in now,

Figure 4. USB Setup Wizard—Prompt for Hardware Plug In

Connect the USB cable to the ADSL-Ethernet router and to
your computer.

The provided USB cable provided has a flat connector on one
end (called Type A) and a square connector on the other (Type
B). Connect the flat connector to your PC and the square
connector to the ADSL2+ Router. See Figure 5.

i :

To ADSL- To PC
Ethernet router

Figure 5. USB Cable Connectors

If a Microsoft digital signature dialog box again displays, click

Yes .
to continue.

A window displays briefly, indicating that the system has found
new hardware, and the Finished page displays to complete the
installation:

<L D5L “odem Setup Wizard i =

Cangziilatior sl Thz 25 v ader Sx1aa
“Wizzt bas comp eced cheirsta alicy. Erjoy
vodr ress CSL ecarezl anl

Figure 6. DSL Modem Setup Wizard—Finished Page
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USB Driver Installation Part 2. Configuring IP properties on the
USB PC. Now that the USB driver installation is complete, you must
configure the USB PC so that its IP properties place it in the same
subnet as the ADSL2+ Router’s USB port. There are two ways to

do this:

N The ADSL2+ Router is configured to assign an appropriate
IP address to the USB PC. If you want to use this
automatic assignment feature, called “DHCP server,” you
must configure the USB PC to accept dynamically
assigned IP information. Follow the instruction on pages 16
through 20 that correspond to the operating system
installed on your PC.

N If you want to assign a static IP address to the PC, follow
the instructions on page 21 and use the following
information:

o

In the Network and Dial-up Connections window, be
sure to select the icon that corresponds to your new
USB connection (not the one that corresponds to your
Ethernet NIC). When you display properties for the
icon, the following text should display in the Connect
Using text box:

USB IAD LAN Modem #n

The USB interface on the ADSL2+ Router is
preconfigured with these properties:

USB interface IP address:  192.168.1.2
USB interface subnet mask: 255.255.255.0

Therefore, your PC must be configured as follows:

IP address: 192.168.1.nwherenisa
number from 3 to 254.

Subnet mask: 255.255.255.0

Default gateway: 192.168.1.2
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Quick Start Part 3 — Configuring the ADSL2+ Router

In Quick Start Part 3, you log into the program on the ADSL2+
Router and configure basic settings for your Internet connection.
Your ISP should provide you with the necessary information to
complete this step.

Logging in to the ADSL2+ Router Quick Configuration Page

The ADSL2+ Router provides a preinstalled software program
called Configuration Manager that enables you to configure the
operation of the device via your Web browser. The settings that you
are most likely to need to change before using the device display on
the Quick Configuration page.

Follow these instructions configure the device settings:

1. Atany PC connected to the ADSL2+ Router via Ethernet or

USB, open your Web browser, and type the following URL in
the address/location box:

192.168.1.1

When you press Quick Configuration button, the page shown
in Figure 7 should display (see Appendix B, “Troubleshooting,”
if you receive an error message or the page does not display).

Quick Canfiguraktian

Usze # s page to quizk = canfga-= ke systen

ATHM Inkerface:

LRl

Operation Mode:

Snzked =

Eacapsoiafian:

[=#pFca 1

WP

Enl

CE:

—

Erage:

Diganlzd =

LSME:

Snzbed =

IF Address:

FE kb

Srivret Mask:

bk E b

dise IFECE:

¢ Eraalz
o L sakle

Dafauit Rouks:

Diganlad =

wratamay IF dddress:

FE kb

PPP

Fsernama:

S57H

Passwora:

—

tire D5

o Eraalz
" L sakle

CHS

Primary NS Server:

bk E b

Secoadary NS Server:

FE kb

Csuomit [ ocicte B cances [ vl |

Figure 7. Quick Configuration Page in Configuration Manager
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The fields are described in the following table. Work with your ISP to
determine which settings you need to change and refer to the
indicated chapter for more information about each setting.

Field

Description

General Settings

ATM Interface

Selects the ATM interface you want to use (0). Your system
may be configured with more than one ATM interface if you
are using different types of services with your ISP.

(Chapter 5)

Operation
Mode

Enables or disables the ADSL2+ Router. When set to
"Disabled", the device cannot be used to provide Intermet
connectivity or routing services for your network.

Encapsulation

Determines the type of data link your ISP uses to
communicate with your ADSL/Ethernet router. (Chapter 5)

VCland VPI Determine the unique data path your modem uses to
communicate with your ISP. (Chapter 5)

Bridge Enables or disables bridging between the ADSL2+ Router
and your ISP. (Chapter 6)

IGMP Used to enable the WAN interface to pass Internet Group
Management Protocol messages it receives to the LAN PCs.
You must also enable the LAN or USB interfaces for IGMP
(Chapter 4).

IP Address If your ISP has provided a public IP address to your LAN,

and Subnet enter the address and the associated subnet mask in the

Mask boxes provided. (Note: In bridge configurations, the public IP
address may be entered on your PC rather than on the
ADSL/Ethernet router; check with your ISP.) (Chapter 5)

Use DHCP When enabled, your ISP will assign IP addresses to your

WAN interface. When disabled, the WAN interface must
(Chapter 5).

Default Route

When enabled, specifies that the WAN interface IP address
specified above will be used as the default route for your
LAN. Whenever one of your LAN computers attempts to
access the Intemet, the data will be sent via this interface.
(Chapter 5)

Gateway IP Specifies the IP address that identifies the ISP server
Address through which your Internet connection will be routed.
(Chapter 5)
PPP Settings
PPP User The user name and password you use to log in to your ISP.
Name and (Note: this is not the same as the user name and password
Password you used to log in to Configuration Manager.) (Chapter 5)
Use DNS Specifies whether the DNS server addresses that your LAN
will use should be supplied dynamically each time you
connectto the ISP. If you click Disable, you must configure
DNS addresses manually on each PC or on the fields below.
(Chapter 5)
DNS Settings
Primary/ Specffies the primary and secondary domain name system
Secondary (DNS) server addresses provided by your ISP. (Chapter 9)
DNS Server
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2. When finished customizing these settings, click Ml.

The settings are now in effect; however, if you reboot or if the
power is disconnected, your settings will be lost. In step 3, you
save the changes to permanent memory:

3. Click the Admin tab, and then click Commit & Reboot in
the task bar.

4 Click Commit |

A page will display briefly to confirm your changes, and then
you will be returned to the Commit & Reboot page.

You are now finished customizing basic settings. Read the following
section to determine if you need to change additional settings.

On the Quick Configuration page, you can click M to
remove all existing Quick Configuration settings and return to the
default values.

Default Router Settings

The ADSL2+ Router can provide a variety of services to your
network. The device is preconfigured with default settings for use
with a typical home or small office network.

Table 1 lists some of the most important default settings; these and
other features are described fully in subsequent chapters. If you are
familiar with network configuration, review the settings in Table 1 to
verify that they meet the needs of your network. Refer to the Quick
Configuration page instructions (on page 26) or to the document
sections referenced in the table for further instructions. If you are
unfamiliar with these settings, try using the device without
modification, or contact your ISP for assistance.

Before you attempt to modify any settings, review Chapter 3 for
general information about accessing and using the Configuration
Manager program. We strongly recommend that you contact your
ISP prior to changing the default configuration.
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Table 1. Default Settings Summary

Option

Default Properties

Explanation/Instructions

LAN interfaces — connecting to your network

Ethernet Static IP address: 192.168.1.1 The LAN interface connects the device to your Ethernet
Subnet mask: 255.255.255.0 network. Typically, you will not need to change the IP
DHCP server poo| of addresses: address. See Chapter 4 for instructions.
192.168.1.3 through 192.168.1.34 The DHCP service (see Chapter 8) is enabled for operation
over this interface, with a pool of private IP addresses for
dynamic assignment to your LAN computers. To use this
service, you must set up your computers to accept IP
information dynamically, as described in Quick Start Part 2.
USB Static IP address: 192.168.1.2 The USB interface can connect to a single USB-enabled

Subnet mask: 255.255.255.0

computer with an IP address in the same subnet. See
Chapter 4 for instructions.

WAN interface — connecting to the Internet

ATMVC

VPI=0
VCI=35

The VPl and VClvalues make up a VC (virtual circuit) that
determines the path your data must take to connect over the
phone lines to the ISP. These values must be changed as
directed by your ISP. See Chapter 5 for more information.

PPP interface

PPPOE interface
Login: guest
Password: guest

The PPP interface determines the method of communication
with your ISP and logging in to their servers. A particular type
of PPP interface — PPP over Ethemet (PPPOE) —is
configured by default, with the ISP login information shown.
See “Configuring PPP Interfaces” on page 53 for instructions
on modifying this information as required by your ISP.

Services
NAT (Network  NAPT rule enabled Your computers’ private IP addresses (see DHCP above) will
Address be translated to your public IP address whenever they

Translation)

access the Intemet. See Chapter 4 for a description of the
NAT service.
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Testing Your Setup

The Quick Start process should enable any computer on your LAN
to use the ADSL2+ Router to access the Internet.

To test the connection, turn on the device, wait about 30 seconds,
and then verify that its LEDs are illuminated as shown in Table 2.

Table 2. LED Indicators

LED Behavior

PWR Displays solid green to indicate that the device is turned
on.

LAN Displays solid green when the Ethernet connection is up.
Flashes while data is being sent to and received from your
LAN PCs.

DSL Displays solid yellow when the DSL line is up. Flashes

during DSL handshake.

If the LEDs illuminate as expected, test your Internet connection
from a LAN computer (and from the USB computer, if applicable):
Open your web browser and type the URL of any external website
(such as http://www.yahoo.com). The LED labeled Internet should
be blinking rapidly and may appear solid as the device connects to
the site.

If the LEDs do not illuminate as expected or the web page does not
display, see Appendix A for troubleshooting suggestions. Or,
contact your ISP for assistance.
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3 Getting Started with the Configuration Manager

The ADSL2+ Router includes a preinstalled program called the
Configuration Manager, which provides an interface to the software
installed on the device. It enables you to configure the device
settings to meet the needs of your network. You access it through
your web browser from any PC connected to the ADSL2+ Router
via the LAN or USB ports.

This chapter provides basic information on using the Configuration
Manager.

Accessing the Configuration Manager

The Configuration Manager program is preinstalled into memory on
the ADSL2+ Router. To access the program, you need the following:

N A PC or laptop connected to the LAN port on the device as
described in the Quick Start chapter.

N A web browser installed on the PC. The program is
designed to work best with Microsoft Internet Explorer®
version 5.0, Netscape Navigator® version 6.1, or later
versions.

You can access the program from any computer connected to the
ADSL2+ Router via the LAN or USB ports.

1. From a computer connected via Ethernet or USB, open your
web browser, type the following URL in the web address (or
location) box, and press <Enter>:

http://192.168.1.1

This is the predefined IP address of the Ethernet interface
(however, since the USB interface is in the same subnet as the
LAN interface you can use this IP address from a USB
computer also).

A login screen displays:
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Enter Network Password 7| x|

E?) Please lipe your Liser name and password.

Site: 192.168.1.1
Realm /

Uzer Name ]|

Password |

[~ Save this password in your password list

Ok | Cancel

Figure 8. Login Screen

2. Enter your user name and password, and then click
OF.

The first time you log into the program, use these defaults:

Default User Name: root
Default Password: root

You can change the password at any time (see Chapter 15 for
instructions).

The System View page on the Home tab displays each time
you log into the program (shown in Figure 10 on page 33).
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Functional Layout

Configuration Manager tasks are grouped into categories, which
you can access by clicking the tabs at the top of each page. Each
tab displays the available tasks in a horizontal menu at the top of
the page. You can click on these menu items to display the specific
configuration options.

Selected Tab Tac<k har far thic tah

WA Birsdging Reuticg Services
LAt Candig | DHCP Mode | DHCP Serwar | DHCP Rl ay
La Configuratian

—ze Wiz pags -- s=the M com Curacen, wh oo Czbe va.rde-ce iz idz-the- - toe ressak

LA Canfiguration
Spsterm Moder  Sabng

Get LM AddressT

LAw P Addressr

LAN Hetwor® Hasks

Hmeeds
Deplex:

Feel Lo

suimit [ cancet [ netresh |

Figure 9. Web Interface Functional Layout

A new page displays when you click each task in the task bar. The
left-most task displays by default when you click on a new tab. The
same task may appear in more than one tab, when appropriate. For
example, the LAN Config task displays in both the LAN tab and the
Routing tab.

Commonly used buttons
The following buttons are used throughout the application.

Button Function

Stores in temporary system memory any changes you
have made on the current page. See “Committing

button resets the statistics to their initial values.

Launches the online help for the current topic in a
separate browser window. Help is available from any
main topic page.

Help

_|SUhm't Changes” on page 39 for instructions on storing
changes permanently.
Refresh | Redisplays the current page with updated statistics or
settings.
Clear | On pages that display accumulated statistics, this
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The Home Page and System View Table

The Home page displays when you first access the program or, if
another tab is already displaying, when you click on the Home tab.
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Figure 10. System View Table

The Home page contains the System View table, which provides a
snapshot of your system configuration. Note that some settings link
to the related pages in Configuration Manager where you can
change the data or view details. The following table describes each
section of the System View table.

Table Heading Description

Device Displays basic information about the ADSL2+
Router hardware and software versions, the
system uptime (since the last reboot), and the
preconfigured operating mode.

DSL Displays the operational status, version, and
performance statistics for the DSL line. You can
click on DSL in the table heading or display the
WAN tab to view additional DSL settings, which
are described in Chapter 16.
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Table Heading

Description

WAN Interfaces

Displays the software name(s) and various
settings for the device interface(s) that
communicate with your ISP via DSL. Although you
only have one physical DSL port, multiple
software-defined interfaces can be configured to
use it. Most users need only one. See Chapter 5
for more information about configuring the WAN
interfaces.

For each interface, a "Lower Interface" name,
such as aal5-0, should display. You can click on
the lower interface name to view or change the
ATM VC settings that this interface uses.

LAN Interface

Displays the software names and various settings
for the device interfaces that communicate directly
with your network. These typically include an
Ethernet interface named eth-0, and may include
a USB interface named usb-0. For information on
modifying properties of these interfaces, see
Chapter 4.

Services Summary

Displays the status of various senvices that the
ADSL2+ Router performs to help you manage
your network. A green check mark indicates the
service is active and a red X indicates that it is
inactive:

0 NAT: Translates private IP addresses to your
public IP address. The type of NAT interface
is indicated (inside/outside). (See
Chapter 12.)

o IP Fiter: Allows setting up filtering rules that
accept or deny incoming or outgoing data.
(See Chapter 14.)

0 RIP: Enables router-to-router communication.
(See Chapter5.)

o DHCP Relay: Enables dynamic assignment
of IP information from your ISP to your
computers. (See Chapter 8.)

0 DHCP Client: Enables dynamic assignment
of IP information from your ISP or another
computer on your network to the device’s
LAN interface. (See Chapter 4.)

0 DHCP Server: Enables dynamic assignment
of IP information from the device’s built-in
DHCP server to your LAN computers. (See
Chapter 8.)

0 IGMP: Enables message forwarding from
external sources such as your ISP, based on
the Internet Group Management Protocol.
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Modifying Basic System Information

You can modify the system date and time or configure the device to
acquire this information from an ISP server. You can also assign a
name to the ADSL2+ Router and to the network domain in which it
resides.

Modifying the Date and Time or Configuring SNTP

You can set the system date and time manually or enable the SNTP
feature so that the device acquires this information from an ISP
server.

N When you set the date and time manually, the information
will be held only as long as the device stays on; if power is
turned off or you reboot, the date and time revert to default
values and must again be updated.

N When you enable SNTP (Simple Network Time Protocol),
the device connects to an ISP server that provides the date
and time information. You cannot use Configuration
Manager to specify the IP address of this server; it must
have been included as a preconfigured software setting.
Verify with the ISP that they have provided an SNTP server
address in the configuration before enabling this service.

Setting the ADSL2+ Router date and time, whether manually or
through SNTP, does not affect the date and time on your PCs.

Follow these instructions to change the system date and time or
enable SNTP:

1. Atthe bottom of the Home page, click M.

The System - Modify page displays in a separate browser
window:

System - Modify

System Parameters

SNTP: ¢ Enable ¢~ Disable

Date: i EETVE I EE O FETYE |

Time: i EEVE2 Y EERE Y EEYEY
Time Zone: |GMT +0000 Gresnwich Mean

¢« ON
& OFF

Dayplight Saving Time:

MName: |

Domain Name: I

Figure 11. System - Modify Page
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2. Modify the fields on this page as required. The following
table describes each field:

Option

Description

SNTP

To enable SNTP, click the Enable radio button.
The remaining date and time fields will be
dimmed (unavailable for entry).

Date and Time

To set the date and time manually, ensure that
the SNTP field is set to Disable. Click the date
and time check boxes to select the appropriate
values from the drop-down lists. The time
displays in military format.

Time Zone,
Daylight Savings
Time

If you are setting the date and time manually,
you can select your time zone from the drop-
down list, and then click the appropriate radio
button to indicate whether Daylight Savings Time
is currently in effect.

After you initially set the time, turning DST on or
off will adjust the current displayed time by one
hour in the appropriate direction.

You must remember to change the DST option
each spring and fall — it wil not change
automatically.

3. When you are finished modifying the settings, click

Submit |
View page.

, and then click

Close | (o retum to the System

To save your changes to permanent memory, click the

Admin tab, and then click Commit & Reboot in the task bar.

5. Click ﬂl to save your changes to permanent

memory.

37



ADSL2+ Router User’s Guide

Specifying the ADSL2+ Router's Name and Network Domain
Name

You can specify an easy-to-remember name for the ADSL2+
Router and a domain name for the network on which it resides.
These are used only to simplify access to the Configuration
Manager program.

The Name and Domain Name fields display on the System-Modify
page, as shown in Figure 11 on page 36.

You can set a name only, or a name and domain name together.

N If you specify a name only, then the next time you want to
access Configuration Manager, you can type this name in
the location boxin your Web browser instead of typing the
numeric IP address. For example, if you named the device
myrouter (and left the Domain Name field blank), then you
could type the following in your Web browser to access
Configuration Manager:

http://myrouter

N If you also specify a domain name for the ADSL-Ethernet
router, the next time you access Configuration Manager,
type the domain name and the device name in your Web
browser. For example, if you entered myrouter in the Name
field and mydomain.com in the Domain Name field, then
you would type the following in your Web browser to
access Configuration Manager:

http://myrouter.mydomain.com

After you enter information in these fields, follow steps 3 through 5
on page 37 to save your changes.

Using a name/domain instead of the IP address to access
Configuration Manager will work only when the DNS relay feature is
enabled. DNS Relay is automatically enabled when the DNS server
address configured on your PCs is also the address assigned to the
LAN interface on theADSL2+ Router. See Chapter 9 for more
information.
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Definition

Committing Changes and Rebooting

Committing Changes

Whenever you use Configuration Manager to change system
settings, the changes are initially placed in temporary storage called
random access memory or RAM. Your changes are made effective
when you submit them, but will be lost if the device is reset or
turned off.

You can commit changes to save them permanently to flash
memory.

Submitting changes activates them immediately, but saves them
only until the device is reset or powered down. Committing
changes saves them permanently.

Follow these steps to commit changes.

1. Click the Admin tab, and then click Commit & Reboot in the
task bar.

The Commit & Reboot page displays:

 rielp |

Figure 12. Commit & Reboot Page

2. Click ﬂl (Disregard the selection in the Reboot
Mode drop-down list; it does not affect the commit process.)

The changes are saved to permanent storage.

The previous settings are copied to backup storage so that they
can be recalled if your new settings do not work properly (see
the rebooting instructions on page 40).
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-

WARNING

Rebooting the device using Configuration Manager

To reboot the device, display the Commit & Reboot page, select the
appropriate reboot mode from the drop-down menu, and then click

Reboot |

You can select from the following reboot options:

Option

Description

Reboot

Reboots using the settings currently in memory,
including any changes you made and committed
during the current session.

Reboot from Default
Configuration

Reboots the device to default settings provided by
your ISP or the manufacturer. Choosing this
option erases any custom settings.

Reboot from Backup
Configuration

Reboots the device using the settings that were in
effect prior to the most recently committed
settings.

Reboot from Last
Configuration

Same as Reboot.

Reboot from Clean

Reboots the device with no configuration. This

Configuration option wil disable access to the Configuration
Manager, as no LAN interface will be defined. This
option is intended only for technicians who have a
serial port connection to the device and
knowledge of its command line interface.

Reboot from Reboots the device with only these settings:

Minimum . . ) .

Configuration o An Ethernetinterface is configured with IP

address 192.168.1.1 (mask 255.255.255.0).

0 The user login is set to the following:
User Name: root
Password: root

Rebooting may take 20-30 seconds. If your browser appears to be
waiting to reconnect, press <F5> on your keyboard to refresh the
connection. Or, retype the URL (192.168.1.1 by default) in your
browser's address box and press <Enter>. The page should
redisplay.

If you have difficulty in reconnecting to Configuration Manager after
rebooting, or if the device is not providing Internet connectivity as
before, reboot using the Reboot from Backup Configuration setting
to return to the previous settings.

If the ADSL2+ Router provides a Reconfigure button on the back
panel (in addition to the power on/off button), do not use it to
activate new changes. This button resets the device settings to the
manufacturer’s default values. Any custom settings will be lost.
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Definitions

About Part 2

Part 2 explains how to configure theADSL2+ Router’s interfaces to
communicate with your LAN PC(s) and your ISP. Part 2 also
describes the device’s operating modes and explains how to
configure the interfaces to enable each mode.

Interfaces refers to those points in the various communication
paths where the ADSL2+ Router exchanges data with external
devices. This document distinguishes between the terms portand
interface: a port is a hardware-based point of entry to or exit from
a device. Often, several software-based interfaces can be defined
to operate over the same port.

Operating modes determine which protocols the device can use
to communicate with LAN computers and the ISP, and which
product features are made available to the user.

Part 2 contains the following chapters:

N Chapter 4, “Configuring the LAN and USB Interfaces,”
explains how to configure the Ethernet and USB interfaces,
which connect though distinct ports to your LAN hub/switch
and optional USB-enabled PC. Because the Ethernet
interface can be used to connect to multiple computers, it is
referred to as the LAN interface.

N Chapter 5, “Configuring WAN Interfaces,” explains how
to configure the ATM Virtual Circuit (VC) interface and
higher-level interfaces that the device uses to communicate
via the DSL port.

N Chapter 6, “Configuring the System Operating Mode,”
describes the device’s operating modes and explains how
the LAN and WAN interfaces must be configured to enable
each mode.
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4 Configuring the LAN and USB Interfaces

This chapter describes how to configure the interfaces on the
ADSL2+ Router that communicate with your LAN and USB
computers.

Connecting Your PCs via Ethernet and/or USB

If you are using the ADSL/Ethernet router with multiple PCs on your
LAN, you must connect the LAN via an Ethernet hub or switch to
the device's LAN port, also called the Ethernet port.

If you are using a single PC with the ADSL/Ethernet router, you
have two connection options:

N You can connect the PC directly to the LAN port using a
crossover Ethernet cable. See Appendix B,
“Troubleshooting,” for a description of crossover versus
straight-through Ethernet cables.

N Ifthe PC is USB-enabled, you can connect it directly to the
device's USB port. Only one computer can be connected in
this manner.

You can also use the USB and Ethernet ports simultaneously,
connecting your LAN via the Ethernet port and a standalone PC to
the USB port.

LAN and USB interfaces are preconfigured and cannot be created
using Configuration Manager. However, you can modify the
properties of an existing interface. If you require a LAN or USB
interface that was not preconfigured, contact your ISP for
assistance.
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Configuring the LAN (Ethernet) Interface

In order to use the device as a router on your LAN, Internet Protocol
(IP) properties must be assigned to the LAN interface. These
properties must identify the interface as residing in the same subnet
as the PCs on your LAN. (See Appendix A for an explanation of
subnets.)

Default IP properties are assigned to the LAN interface to enable
you to connect to it when you configure your PCs as described in
the Quick Start.

If the IP addresses that you want to assign to your PCs are notin
the same subnet as the default LAN interface, you can use
Configuration Manager to change the LAN interface IP properties
accordingly. However, because you must access Configuration
Manager from a PC in the same subnet as the LAN interface,
initially configure one PC as indicated in the Quick Start. Then,
access Configuration Manager and change the LAN IP address as
required. When done, change the IP properties on the PC to so
that it is also in the appropriate subnet.

If your network uses a DHCP server (other than the ADSL/Ethernet
router) to assign IP addresses, you can also configure the device to
accept and use a LAN IP address assigned by that server. Similarly,
if your ISP performs DHCP serving for your network, you can
configure the device to accept an IP address assigned from the
ISP’s server. In this mode, the ADSL/Ethernet router is considered
a DHCP client of your (or your ISP’s) DHCP server.

The ADSL2+ Router itself can function as a DHCP server for your
LAN computers, as described in Chapter 8, but not for its own
LAN interface.

Follow these steps to change the default LAN IP properties or to
configure the LAN interface as a DHCP client:

1. Log into Configuration Manager and click the LAN tab.
The LAN Configuration page displays:
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Figure 13. LAN Configuration Page

Depending on the preconfigured settings, the LAN Configuration
or USB Configuration table may not display. You cannot create
these interfaces using Configuration Manager. Contact your ISP
for assistance.

The LAN Configuration table displays the following settings:

Setting

Description

System Mode

Identifies the system operating mode for your device,
such as Routing mode, Bridging mode, or both modes
simultaneously. See Chapter 6 for information on the
system operating modes.

Get LAN
Address

Provides options for how the device’s LAN interface is

assigned an IP address:

0 Manual indicates that you will be assigning a
static IP address, which you can enter in the
fields below.

0 External DHCP Server indicates that your ISP wil
be assigning an IP address from their own DHCP
server, dynamically each time you log on.

0 Internal DHCP Server indicates that you have a
DHCP server device on your network that will
assign an address to the port.

If you choose either the intemnal or external server

option, the LAN interface is called a DHCP client of

the server.

Note that the public IP address assigned to you by

your ISP is not your LAN IP address. The public IP

address identifies the WAN (ADSL) port on your

ADSL/Ethernet router to the Intemet. (Or, in bridge

configurations, it may be assigned to your PC.)

LAN IP
Address and
Network Mask

The IP address and network mask for the port. See
Appendix A for and ovenview of IP addresses and
masks.
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Speed/Duplex  Speed indicates the speed of the Ethernet
communication between the ADSL/Ethernet router
and the LAN PCs or hub. Duplex indicates the type of
Ethernet communication (i.e., full duplex, or half-
duplex).

These settings are not user-configurable.

IGMP Indicates whether this interface is enabled with the
Intemet Group Management Protocol. When enabled,
the Ethemet interface collects and consolidates
requests from the LAN PCs to receive IGMP
messages from external computers. The interface also
forwards IGMP messages it receives on its WAN
interface to the appropriate hosts. The WAN interface
must also be enabled for the IGMP protocol (see the
Quick Configuration page and the corresponding
instructions on page 26).

MTU The Maximum Transmission Unit specifies the size in
bytes of the largest Ethernet packet that the interface
will accept. Packets larger than this size will be
dropped.

Enter an IP address and mask in the fields provided or
enable an external or internal DHCP server in the Get LAN
Address field. Keep these points in mind:

N Manually specifying an address: If you are using routing
services on you LAN such as DHCP and NAT, you must
assign a fixed LAN IP address and mask to the interface.
The IP address must be in the same subnet as your LAN
computers that connect to it. See Appendix A for an
explanation of IP addresses and network masks.

If you change the LAN IP address, you may need to update
the DHCP configuration so that the addresses that the
DHCP server dynamically assigns to your computers are
on the same subnet as the new LAN IP address. See
Chapter 8 for instructions on changing the pool of
dynamically assigned addresses.

N Enabling DHCP: If you choose to have the LAN interface
be a DHCP client of an internal or external server, the LAN
Network Mask field will be dimmed and made unavailable
for entry. The LAN IP Address field will remain editable,
however. The address that you specify here will be used as
a request to the DHCP server. This is referred to as a
Configured IP Address in Configuration Manager. The
configured IP address is requested during communication
with the DHCP server. If the configured IP address is not
available, then system will accept another address from the
server. Even if another number is assigned, the same
configured IP address will continue to display in this field.

If you are using IGMP on your network, click the IGMP
Enable radio button (see the explanation of IGMP on
page 46).

Click Submit |
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N If you changed the LAN IP address while working from a
PC thatis connected to the device via Ethernet, then your
connection will be terminated.

N If you changed the LAN IP address while working from a
PC connected to the device via USB, a page will display to
confirm your change and your connection will remain active.

N If you enabled the DHCP service, the ADSL/Ethernet router
will intiate a request for an IP address from your LAN's
DHCP server. If a different IP address is assigned than was
previously configured, your current connection will be
terminated.

Reconfigure your PCs, if necessary, so that their IP
addresses place them in the same subnet as the new IP
address of the LAN interface. See “Quick Start Part 2 —
Configuring Your Computers,” for instructions.

Log into Configuration Manager by typing the new IP
address in your Web browser’s address/location box.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

Configuring the USB Interface IP Address

1.

If the LAN Configuration page is not already displaying,
click the LAN tab.

If the USB Configuration table does not display below the LAN
Configuration table, then your system does not support a USB
connection. Contact your ISP for assistance.

In the USB Configuration table, enter the IP Address and
Network Mask for the USB interface.

The IP address must place the USB interface in the same
subnet as the USB computer. The USB interface and USB
computer can also be in the same subnet as the LAN interface
and the computers attached to it.

For example, if the LAN and USB interfaces are assigned
addresses 192.168.1.1 and 192.168.1.2, respectively, then the
PCs attached to either port can be assigned addresses in the
range 192.168.1.3 through 192.168.1.254.

If you are using IGMP on your network, click the IGMP
Enable radio button. (See the explanation of IGMP on
page 46.)

In the MTU field, enter the Maximum Transmission Unit size
in bytes. This specifies the largest Ethernet packet that the
interface will accept. Packets larger than this size will be
dropped.

Click Submit |
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N If you changed the USB interface IP address while working
from the USB-attached computer, then the connection will
be terminated.

N If you were using the Ethernet interface, a page will display
to confirm your change and your connection will remain
active.

If necessary, reconfigure your USB PC so that its IP address
places it in the same subnet as the new IP address of the
USB interface. See “Quick Start Part 2 — Configuring Your
Computers,” for instructions.

Log into Configuration Manager by typing the new USB
interface IP address in your Web browser’s address/location
box.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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5 Configuring WAN Interfaces

TheADSL2+ Router's WAN-side interfaces are used to
communication via the DSL port.

A WAN interface comprises two layers—a lower-level ATM VC
interface and a higher-level protocol interface:

N The ATM VC interface enables the device to communicate
using the Asynchronous Transfer Mode protocol. The ATM
protocol provides a common format for transmitting data
over a variety of hardware systems that make up the
backbone of the Internet. The virtual circuit (VC) properties
of the ATM VC interface identify a unique path that your
ADSL/Ethernet router uses to communicate via the ATM-
based network with the telephone company central office
equipment.

N The higher-level protocol interface(s) operate “on top” of
the ATM VC interface. The higher-level interface handles
the protocols needed to log onto and exchange data with
the ISP’s access server. ISPs can use several different
protocols, including the Point-to-Point Protocol (PPP),
Ethernet-over-ATM (EoA) protocol, or the Internet Protocol-
over-ATM (IPoA). Be sure to create the specific type of
WAN interface your ISP requires.

The following section describes configuring the AMT interface
properties. After you have defined these properties, you can
configure one of the higher level WAN interfaces to enable
communication with your ISP, as described in the subsequent
sections.
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Configuring the ATM VC

The device is preconfigured with an ATM VC interface called aal5-0.
You may need to change the default VC values associated with the
interface to values assigned by your ISP.

To view the current values, log into Configuration Manager, click the
WAN tab, and then click ATM VC in the task bar. The ATMVC
Configuration page displays:

ATY WG Configuration

C vie~ 2nd zorfigece &TH wls

Figure 14. ATM VC Configuration Page

The Quick Start instructions in Chapter 2 also include ATM
interface configuration via Configuration Manager’s Quick
Configuration page. You can use either page to configure the
required values.

The ATM VC Configuration table displays the following fields.

Field Description

Interface The name of the ATM interface to which these VC
properties apply. The ATM interface names identify
the type of traffic that can be supported, such as data
or voice. Internet data services typically use an AAL5-

type interface.
Vpi, Vci,and Mux  These settings identify a unique ATM data path for
Type communication between your ADSL/Ethernet router
and your ISP.
Max Proto per If you are using an AAL5-type of interface, this setting
AALS indicates the number of higher-level interfaces that

the VC can support (the higher-level interfaces can be
PPP, E0A, or IPoA interfaces). Contact your ISP to
determine which type they require.

Actions Displays icons you can click on to modify (& ) and
delete ('ﬁ') the associated interface. You cannot
delete an ATM interface if another protocol such as
PPP, E0A, or IPoOA has been defined to operate over
the ATM interface. You must first delete the higher-
level interface.
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Modifying ATM VCs

Your device may contain placeholder values that you must change
to establish an ATM connection. Contact your ISP to determine
your ATM VC values. Follow these instructions to modify a
preconfigured VC:

1. From the ATM VC Configuration page, click ¢ in the
Actions column for the interface you want to modify.

The ATM VC Interface — Modify page displays:

ATM ¥C Interface - Modify

Basic Information

VC Interface: aal5-0

VPI: ID
el |35

Mux Type:

Max Proto per AALS:

Figure 15. ATM VC Interface — Modify Page

2. Enter the new VPl and VCl values, select the MUX type, or
change the maximum number of protocols that the VC can
carry, as directed by your ISP.

3. Click Submit |

4. On the confirmation page, click M to return to the
ATM VC Configuration page.

5. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

If you already have defined a higher-level PPP, EoA, or IPOA
interface that uses this VC, then you can verify that the new settings
work by attempting to access the Internet from a LAN/USB
computer. Contact your ISP for troubleshooting assistance.
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Adding ATM VCs
You can create an ATM VC interface if none has been predefined
on your system or if you use multiple services with your ISP. Each
service may require its own VC. Follow these instructions to add a
VC:
1. From the ATM VC Configuration page, click A_ddl.

The ATM VC — Add page displays:

ATM VC - Add

Basic Information

V¢ Interface:

VeI

WCi:

Mux Type:

Max Proto per AALS:

suomie [l concer [l et

Figure 16. ATMVC — Add Page

2. Select an interface name from the VC Interface drop-down
list.

The list begins with the next available ATM VC interface name,
in sequential order.

3. Enter the VPl and VCI values assigned by your ISP, and
select the mux type from the drop-down list.

4. In the Max Proto per AALS5 text box, enter the number of
higher-level protocols (PPP, EoA, and IPoA) that the ISP
indicated that you will need to configure to operate over this
VC.

For many users, only one is required.
5. Click _Submit |

6. When the confirmation page displays, click M to
return to the ATM VC Configuration page.

The new interface should now display in the ATMVC
Configuration table.

7. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

You may need to create a new WAN interface, or modify an existing
interface, so that it uses the new VC. See the instructions for
configuring a PPP (page 53), E0OA (page 59), or IPOA (page 63)
interface, depending on the type you use to communicate with your
ISP.
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Configuring PPP Interfaces

The Point-to-Point Protocol (PPP) is one of several protocols used
to enable communication between ISPs and their customers. PPP
handles tasks such as the following:

2

Identify the type of service the ISP should provide to a
given customer

Identify the customer to the ISP through a username and
password login

Enable the ISP to assign an Internet address and other IP
information to the customer’s DSL modem

PPP can be used only when your connection with your ISP is a
routed connection (i.e., it cannot be used for bridged connections).
For more information on bridged and routed connections, see
Chapter 6, “Configuring the System Operating Mode.”

A PPP interface can be either of two types: PPP over ATM (PPPoA)
and PPP over Ethernet (PPPoE). Although to the end user they
function similarly, the ISP’s network may be configured to handle
only one protocol type. Furthermore, an ISP may not use the PPP
protocol at all, instead offering EoA-type connections (described on
page 59). Contact your ISP before changing the preconfigured
WAN interface type.

2

2

Viewing Your Current PPP Configuration

To view your current PPP setup, log into Configuration Manager,
click the WAN tab, and then click PPP in the task bar. The Point to
Point Protocol (PPP) Configuration page displays:

Print to Pain: Protocol (PPP) Gorfigureticn

“nterface Gec WiH  Getenay  Default
Trpe Fratocol| ©pp 1R Apule

0-o0 o Eazhl=

Figure 17. Point to Point Protocol (PPP) Configuration Page

A PPP interface is configured as a group of software settings
associated with an ATM VC interface. Each PPP interface is given
a name, such as ppp-0, ppp-1. Users typically need only one PPP
interface; in some cases, multiple interfaces are created to allow the
user to log on to more than one account with the ISP.)
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You can configure the following settings on the PPP Configuration

page:
N

Inactivity TimeOQut...: The time in minutes that must
elapse before a PPP connection times-out due to inactivity.
This setting applies only to PPP interfaces that are
configured as “start-on-data” interfaces. This type of
interface starts up only when it receives data, and then
returns to a down state after the specified amount of time
(see the status field on page 56).This setting works with the
following setting to determine what type of data can
activate a start-on-data interface.

Ignore WAN to LAN traffic while monitoring inactivity...:
When enabled, data traffic traveling in the incoming
direction—from the WAN interface to the LAN interface—
will not count as activity on the WAN interface for the
purposes of determining whether to make it inactive; i.e.,
incoming traffic will not activate a start-on-data interface.
Only LAN-to-WAN traffic will start the interface.

The PPP Configuration Table displays the following fields:

Field Description

Interface The name of the PPP interface.

VC The virtual circuit over which this PPP data is sent.
The VC identifies the physical path the data takes to
reach your ISP.

Interface Sec Type The type of firewall protections that are in effect on
the interface (public, private, or DMZ):

0 A public interface connects to the Internet (PPP
interfaces are typically public). Packets received
on a public interface are subject to the most
restrictive set of firewall protections defined in the
software.

0 A private interface connects to your LAN, such
as the Ethernet interface. Packets received on a
private interface are subject to a less restrictive
set of protections, because they originate within
the network.

0 The term DMZ (de-militarized zone), in Internet
networking terms, refers to computers that are
available for both public and in-network accesses
(such as a company's public Web server).
Packets incoming on a DMZ interface — whether
from a LAN or external source -- are subjectto a
set of protections that is in between public and
private interfaces in terms of restrictiveness.

Protocol The type of PPP protocol used. Your ISP may use
PPP-over-Ethernet (PPPoE) or PPP-over-ATM
(PPPOA).

WAN IP The IP address currently assigned by your ISP to the
interface.

Gateway IP The IP address, provided by your ISP, of the server

that provides you access to the Internet. See “Hops
and gateways” on page 99 for a description of
gateway addresses.
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Field

Description

Default Route

Indicates whether the ADSL/Ethemet router should
use the IP address assigned to this connection as its
default route. Can be Enabled or Disabled. See
Chapter 10 for an explanation of default routes.

Use DHCP

When set to Enable, the device will acquire additional
IP information from the ISP's DHCP server. The PPP
connection itself acquires the device's IP address,
mask, DNS address, and default gateway address.
With Use DHCP enabled, the device will acquire IP
addresses for various other server types (WINS,
SMTP, POP3, etc. — these server types are listed on
the DHCP Server Configuration page in the LAN tab).

Use DNS

When setto Enable, the DNS address learned
through the PPP connection will be distributed to
clients of the device's DHCP server. This option is
useful only when the ADSL/Ethernet Router is
configured to act as a DHCP server for your LAN.
When set to Disable, LAN hosts will use the DNS
address(es) specified in the DHCP pool (see
“Configuring DHCP Server’ on page 87) and
specified in the DNS configuration (see Chapter 9).

Oper. Status

Indicates whether the link is currently up or down or if
a specific type of data exchange is under way (e.g.,
password authorization or DHCP).

Actions

You can use these icons to modify (&), delete (),
and view additional details on (#') the PPP interface.
Not all settings are available on the PPP Interface -
Modify page. To modify the other settings, you must
delete the interface and create a new one. Be sure to
submit and commit your changes if you make
maodifications.
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Viewing PPP Interface Details

When you click &~ to view additional details, the PPP Interface -

Detall page displays:
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Figure 18. PPP — Detail Page

In addition to the properties defined on page 54, the Detail page

displays these fields:

Field Description

Status Indicates which of the following interface statuses has
been manually selected:

0 Start: The connection will be established for use
whenever the device is tumed on or rebooted.

0 Stop: The PPP interface has been manually
disabled and cannot currently be used. It can only
be used after being manually returned to the Start
state.

0 Start On Data: The PPP connection will be

established automatically whenever data is sent to
the interface (e.g., when a LAN user attempts to use
the Internet), and will ime-out whenever the
interface is idle for a specified amount of time.

Service Name  (This feature is available with PPPoE interfaces but not
with PPPOA interfaces.) The name of the ISP service
you are using with this PPP connection. ISPs may offer
different types of senvices (for example, for online
gaming or business services), each requiring a different
login and other connection properties.
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Field

Description

Last Fail Cause

Indicates the action that ended the previous PPP

session:

o No Valid PADO Recvd: The device initiated a PPoE
handshake but did not receive a packet in reply from
the ISP.

0 No Valid PADS Recwd: After the initial handshake,
the device did not receive a confirmation packet
from the ISP.

o Stopped by User: The user stopped the connection
(for example, by changing the Configuration
Manager settings for the PPP interface.)

0 No Activity: The PPP communication timed out, in
accordance with the timeout period specified on the
PPP Configuration page.

0 Auth Failure: The ISP could not authorize the
connection based on the user name and/or
password provided.

o PADT Recvd: The ISP issued a special packet type
to terminate the PPP connection.

0 VC down: The Virtual Circuit between the device
and the ISP is down.

0 Intemal failure: A system software failure occurred.

DNS The IP address of the DNS server (located with your
ISP) used on this PPP connection.

SDNS The IP address of the secondary DNS server (located
with your ISP) used on this PPP connection.

Security The type of PPP security your ISP uses: PAP (Password

Protocol Authentication Protocol) or CHAP (Challenge
Handshake Authentication Protocol).

Login Name The name you use to log in to your ISP each time this

PPP connection is established.
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Adding a PPP Interface
Follow this procedure to add a PPP interface.

If you need to use more than one PPP connection, you may be
able to create multiple PPP interfaces. The number and type of
PPP interfaces you can create depends on the lower-level ATM
VC interface type (LLC Mux or VC Mux), the Max Protocol setting
for the ATM VC interface, the PPP interface type you want to
create (PPPoA or PPPOE), and whether other WAN interface
types have already been configured (EoA or IPoA). Contact your
ISP for assistance.

1. From the PPP Configuration Page, click 'q_ddl.
The PPP Interface — Add page displays:
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Figure 19. PPP Interface — Add Page

2. Select a PPP interface name from the drop-down list, and
then enter or select data for each field.

The fields are defined in the tables on page 54 and 56.

3. Click _Submit |

A page displays to confirm your changes.

4. Click M to return to the PPP page and view the new
interface in the table.

5. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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Configuring EOA Interfaces

The Ethernet-over-ATM (EoA) protocol is often referred to as
RFC1483, which is the Internet specification that defines it. It is
commonly used to carry data from an Ethernet-based local area
network over the ATM-based wide area network.

Unlike PPP, EoA can be implemented to provide a bridged
connection between a DSL modem and the ISP. In a bridged
connection, data is shared between the ISP’s network and their
customer’s as if the networks were on the same physical LAN.
Bridged connections do not use the IP protocol. EOA can also be
configured to provide a routed connection with the ISP, which uses
the IP protocol to exchange data. See Chapter 6 “Configuring the
System Operating Mode,” for more information on bridged and
routed Internet connections.

Before creating an EoA interface or modifying the default settings,
contact your ISP to determine which type of protocol they use.

PPP and EoA: Bridged Internet connections must use an EoA
WAN interface. Routed Internet connections can use an EoA (if
configured with an IP address) or a PPP interface. See Chapter 5
for more information.

To view your current EoA interface configuration, log into
Configuration Manager, click the WAN tab, and then click EOA in
the task bar. The RFC1483/E0A Config page displays.

RFC 1483 Ethernet ouer ATY[EoA] Corfig
E us=z bo siz= Adz, Yoo Fpo=rd Zelsbe BSOS Ic=raczss,

Use Default Gakemay
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Intzrface address

zaz-1 P_He za5-L 9IE6T 1L |;55.;5;.;5;.: Dizzhe  Enzhe 9.2 BII0 a |‘:—f'E

Figure 20. RFC1483/EoA Config Page

The EOA table contains a row for each EoA interface currently
defined on the device. The table may be empty.
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The following table describes the fields on this page:

Field Description

Interface The name the software uses to identify the EoA
interface.

Interface Sec Type The type of security protections in effect on the

interface (public, private, or DMZ):

0 A public interface connects to the Internet (IPoA
interfaces are typically public). Packets received
on a public interface are subject to the most
restrictive set of firewall protections defined in the
software.

0 A private interface connects to your LAN, such
as the Ethernet interface. Packets received on a
private interface are subject to a less restrictive
set of protections, because they originate within
the network.

0 The term DMZ (de-militarized zone), in Internet
networking terms, refers to computers that are
available for both public and in-network accesses
(such as a company's public Web server).
Packets incoming on a DMZ interface—whether
from a LAN or external source—are subjectto a
level of protection that is in between those for
public and private interfaces.

Lower interface

EoA interfaces are defined in software, and then
associated with lower-level software and hardware
structures (at the lowest level, they are associated

with a physical port —the WAN port). This field should
reflect an interface name defined in the next lower
level of software over which the EoA interface will
operate. This will be an ATM VC interface, such as
aal5-0.

Config IP Address
and Netmask

The IP address and network mask you want to assign
to the interface. If the interface will be used for

bridging with your ISP and you will not be using the
ADSL2+ Router as a router on your LAN, then you do
not need to specify IP information. If you enable
DHCP for this interface, then the Configured IP
address will serve only as a request to the DHCP
server. The actual address that is assigned by the

ISP may differ if this address is not available.

Use DHCP

When enabled, this setting instructs the device to
accept IP information assigned dynamically by your
ISP’s DHCP server. If the interface will be used for
bridging with your ISP and you will not be routing data
through it, leave this checkbox unselected.

Default Route

Indicates whether the ADSL2+ Router uses the IP
address assigned to this interface, if any, as its default
route for your LAN. Your system can have only one
default route. See Chapter 10 for an explanation of
default routes.

Gateway Address

The external IP address that the ADSL/Ethernet
router communicates with via the EoA interface to
gain access to the Internet. This is typically an ISP
sernver.
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Field Description

Status A green or red ball will display to indicate that the
interface is currently up or down, respectively. You
cannot manualy enable or disable the interface; a red
ball may indicate a problem with the DSL connection
or the connection to the ISPs access server.

Action Icons you can click on to edit (¢ ) or delete () the
associated EoA interface.

Not all settings are available on the EoA Interface -
Modify page. To modify the other settings, you must
delete the interface and create a new one. Be sure to
submit and commit your changes if you make
maodifications.

Adding EOA Interfaces
Follow these instructions to add an EoA interface:
1. Click the WAN tab, and then click EOA in the task bar.

2 Click Add|

The EoA Interface - Add page displays:
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Figure 21. EoA Interface - Add Page

3. Select one of the predefined interface names from the EoA
Interface drop down list.

4. From the Interface Sec Type drop-down list, select the level
of IP Firewall to be used on this interface, as defined on
page 60.

5. Inthe Lower Interface field, select the lower-level interface
name over which this protocol is being configured.

If the interface will be used to provide only a bridged connection to
your ISP, skip to step 8.

6. If you are creating the E0A interface to provide a routed
Internet connection, enter the IP address for the interface in
the Conf. IP Address field, and enter the network mask.

This address serves as the public IP address for your entire
LAN and is usually assigned by your ISP.
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7.

10.

11.

12.

13.

If your ISP will assign the IP address from their DHCP server,
click the Enable radio button in the Use DHCP field.

When DHCP is enabled, the address you entered in the Conf.
IP Address field will be requested from the DHCP server; the
server many assign a different address if necessary.

If you are using the EoA interface to provide a routed
connection to your ISP and you want the E0A interface to
serve as the default route for Internet access for your LAN,
ensure that the Default Route: Enable radio button is
selected. (If you have more than one WAN interface, note
that only one of them can be specified as the default route.)

If you are using the interface to provide a bridged connection,
then deselect this field.

In the Gateway IP Address field, enter the address of your
ISP’s access server.

Click Submit |

A confirmation page displays to confirm your changes.
Click M to return to the EoA page and view the new
interface in the table.

N If the interface will be used to provide a bridged-only
connection or a bridged-and-routed connection to your ISP,
then continue with step 12 to enable bridging.

Click the Bridging tab.
The Bridge Configuration page displays:

Bridge Confiquration
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Figure 22. Bridge Configuration Page

The Bridge Configuration page provides links (shown in red) to
the System Mode page, where you can enable or disable the
corresponding bridging services. The Bridge Configuration
page also displays a table for specifying the interfaces that
support bridging. The table may be empty if bridging has not yet
been configured.

In the interface table, select all interface names on which

you want to perform bridging and click 'q_ddl.
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14.

15.

16.

To enable bridging with your ISP, select the EoA interface and
the LAN interface(s) (eth-0 and/or usb-0).

You can enable bridging on an IP-enabled EoA interface; in this
case, the same interface will be capable of handling both
bridged and routed data packets.

Click the Bridging: Enable/Disable link.
The System Mode page displays:

System Mode

This page is used to enablefdisable various system features.

Feature Enabled | Disabled
Bridging: o o

WAN to WAN Bridging: [

BRAS: e

-

£IPB:

Figure 23. System Mode Page

You can also access the System Mode page from the task bar
in the Home tab.

Click the Bridging: Enabled radio button (if not already
selected), and then click Ml.

A page will briefly display to confirm your changes, and will
return you to the Bridge Configuration page.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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Configuring IPOA Interfaces

An IPoA interface can be used to exchange IP packets over the
ATM network, without using an underlying Ethernet over ATM (E0A)
connection. Typically, this type of interface is used only in product
development and test environments, to eliminate unneeded
variables when evaluating IP protocol processing.

To configure an IPoA interface, log into Configuration Manager,
click the WAN tab, and then click 1PoA in the task bar. The IPoA
Configuration page displays:

1P over ATH €IPoA] Corfiguration
PG Irbedzce:

I[nterface

Interface Sec RFZ Lamer Paer [3 canfyg [F Gatemay
T

1537 Intefare Adiress Address fddress  Staws Ackian

4z Poa lmzfazl

Figure 24.IPoA Configuration Page

The table contains a row for each IPoA interface currently defined.
The table may initially be empty. The following table describes the
fields on this page:

Field Description
Interface The name the software uses to identify the IPOA
interface

Interface Sec Type  The type of security protections in effect on the
interface (public, private, or DMZ):

0 A public interface connects to the Internet (IPoA
interfaces are typically public). Packets received
on a public interface are subject to the most
restrictive set of firewall protections defined in the
software.

0 Aprivate interface connects to your LAN, such
as the Ethernet interface. Packets received on a
private interface are subject to a less restrictive
set of protections, because they originate within
the network.

The term DMZ (de-militarized zone), in Internet

networking terms, refers to computers that are

available for both public and in-network accesses

(such as a company's public Web server). Packets

incoming on a DMZ interface—whether from a LAN

or external source—are subjectto a level of
protection that is in between those for public and
private interfaces.

RFC 1577 Specifies whether the IPoA protocol to be used
complies with the IEFT specification named “RFC
1577 - Classical IP and ARP over ATM" (contact your
ISP if unsure).
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Field

Description

Lower interface

IPOA interfaces are defined in software, and then
associated with lower-level software and hardware
structures (at the lowest level, they are associated
with a physical port — the WAN port). This field should
reflect an interface name defined in the next lower
level of software over which the IPoA interface will
operate. This will be an ATM VC interface, such as
aal5-0.

Peer IP Address

The IP address of the remote computer you will be
connecting to via the WAN interface.

Config IP Address
and Netmask

The IP address and network mask you want to assign
to the interface. If DHCP is enabled, this address
serves as a request to the remote computer's DHCP
server, which may assign another address.

Gateway Address

The external IP address that the ADSL/Ethernet
router communicates with via the IPoA interface to
gain access to the Internet. This is typically an ISP
sernver.

Status

A green or red ball will display to indicate that the
interface is currently up or down, respectively. You
cannot manually enable or disable the interface; a
down interface may indicate a problem with the DSL
connection, or with the remote IPOA computer.

Action

Icons you can click on to edit (¢ ) or delete (T) the
associated IPOA interface.

Not all settings are available on the IPoA Interface -
Modify page. To modify the other settings, you must
delete the interface and create a new one. Be sure to
submit and commit your changes if you make
maodifications.
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Adding IPOA Interfaces
Follow these instructions to add an IPoA interface:

1. Display the IPoA page and click A_ddl.
The IPoA Interface — Add page displays:

IPoA Interface - Add

IPoA Information

IPoA Interface: Iipoa-D vl
Conf. IP Address: ID ID ID ID

Interface Sec Type:

Netmask:

RFC I577:

se DHCP: Disable

Enable
Disable

Default Route:

Gateway IP Address:

suomit [l concer [l e

Figure 25. IPoA Interface — Add Page

2. Select the next available interface name from the IPOA
Interface drop-down list.

3. Inthe Configured IP Address and Net Mask text boxes, type
the address and mask that you want to assign to the IPoA
interface.

If you enable the DHCP option (in step 6 below), then the IP
address you enter here will serve as a requested address; the
DHCP server may assign another address if necessary.

4. From the Interface Sec Type drop-down list, select the level
of firewall security for the interface: Public, Private, or DMZ
(see page 64 for definitions).

5. Inthe RFC 1577 field, click the Yes radio button if the
interface complies with the IETF specification RFC 1577 and
click _Add |

6. If the remote IPOA computer provides a DHCP server, you
can click the Enable radio button in the Use DHCP field to
have the IP address dynamically assigned from the server.

7. If you want the IPOA interface to serve as the default route
for your LAN, click the Enable radio button in the Default
Route field.

Only one WAN interface can be selected as the default route.

8. Inthe Gateway IP Address field, enter the address of the
Internet computer to contact to gain initial access to the
Internet.
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9. Click Ml.

A confirmation page will display to confirm your changes.

10. Click M to return to the IPOA page and view the new
interface in the table.

IPOA interfaces must be mapped to a lower ATM VC interface

before they can be used. Follow these instructions to map and IPoA

interface to an ATM VC:

. . Map |.

11. In the IPOA interface table, click in the row
corresponding to the IPOA interface you want to map.

The IPoA Map Information page displays:

IPoa Interface - Map

IPoA Map Information
Pad Inferface: ipae-0

_aveer 10F

z3ls-0

aals-r =]

Lawer Inferface:

Figure 26. IPOA Interface — Map Page

12. From the Lower Interface drop-down list, selectthe ATM VC
interface you want to map the IPoA interface to, and then

click “_"dl.

13. Click Mto return to the IPoA Configuration page.

14. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

To view all IPoA-to-ATM VC interface mappings, click ﬂl atthe
bottom of the IPoA Configuration page (not in the table). The IPoA
Interface — Global Map displays:

IPoA Interface - Global Yap

Interface Lower Interface |Peer IP Address Action

z3lE-C |J.E.[.D

Figure 27. IPoA Interface — Global Map Page

You can click T in the Action column to delete an IPoA mapping.
The IPoA interface itself is not deleted.
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6 Configuring the System Operating Modes

The ADSL2+ Router can operate as a router, a bridge, or both. The
system operating mode is determined by how you configure the
LAN and WAN interfaces to exchange data within your network and
with your ISP. This chapter provides an overview of how routers
and bridges work, and explains how to configure the device
interfaces and other settings to meet the needs of your network and
ISP connection type.

Overview of Bridges and Routers

Both bridges and routers enable communication between two
networks, such as a home network and ISP’s network of Internet
access servers. Although to an end-user they may appear to
provide the same functionality, bridges and routers operate
differently and provide different services. Some ISPs require their
customers to use a bridge connection, whereas others allow a
routed connection.

How Bridges Work

Bridges enable computers on two networks to communicate as if
they are on two segments of the same physical LAN. A bridge
learns the hardware IDs of all computers on each network it is
attached to. (These hardware IDs are assigned by manufacturers to
devices such as network interface cards that enable computers to
connect to networks.) The bridge determines which hardware IDs
are connected on each side of the bridge, and stores these
associations in its bridge forwarding table.

For example, when the ADSL2+ Router is acting as a bridge, it
learns to associate the hardware IDs of each of your LAN
computers with its LAN interface (e.g., eth-0 or usb-0), and the
hardware IDs of your ISP’s access server(s) with its WAN interface
(e.g., eoa-0).

When the bridge receives a data packet, the bridge compares the
packet’s destination hardware ID to the entries in its bridge
forwarding table. When the packet's destination ID matches one of
the entries, it forwards the packet through the associated interface,
where the computer with the matching hardware ID can claim the
packet. When the bridge does not recognize a packet's destination
hardware ID, it broadcasts the packet through all of its interfaces —
to each network it is attached to.

Hardware IDs are also referred to as Media Access Control (MAC)
addresses. Ethernetis a commonly used “MAC-layer” network
protocol. Bridges provide a simple way to allow two or more
Ethernet-based networks to share data, without requiring additional
internetworking protocols. Bridges generally cannot link networks
that use different MAC-layer protocols.
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How Routers Work

Routers use a higher-layer protocol than bridges use to determine
how to pass data between two networks. Routers such as the
ADSL2+ Router operate based on the Internet Protocol and use IP
addresses to identify where to send data.

Unlike a MAC address, an IP address is not permanently
associated with a particular piece of hardware, butis assigned to a
computer by its user (or by an administrator or an automated
mechanism called DHCP). Within a group of networked computers,
a router can associate each PC’s assigned IP address with its MAC
address. When a PC initiates communication through the router
outside the network, the router sends out IP packets to the Internet
on behalf of the PC, revealing only the PC’s IP address. As IP
packets are received in response, the router reconciles the IP
address with the PCs MAC address and sends Ethernet (MAC-
layer) packets on the network for the PC to claim.

Because they use a standardized higher-layer protocol for inter-
network communication, routers can connect two or more networks
even when their underlying MAC-layer protocols differ. Routers are
considered more intelligent and flexible devices than bridges, and
often provide a variety of security and network administration
services based on the IP protocols.

For a more detailed description of how routers pass data, see
Chapter 10.
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Overview of System Operating Modes

The ADSL2+ Router can operate in Bridging mode, Routing mode,
or Routing and Bridging mode. You can view the currently
configured mode in the System View table on the Home page, as
shown in Figure 28.

Sysktern Wiew

Sperstions! Sats: | sta_p -a-dihzke

ras¥ Stade:
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up Domn
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Figure 28. Viewing the Operating Mode

The system mode that displays is not configured using a single
setting. Rather, it is determined at system startup based on whether
the device’s LAN and WAN interfaces are configured with IP
information (i.e., are “IP-enabled”), and whether the Bridging setting
on the System Mode page is enabled or disabled. The System
Mode page is located in the Home tab and is shown in Figure 30 on
page 72.

N When the Bridging setting on the System Mode page is
disabled, then the system mode will display as “Routing.”

N When the Bridging setting is enabled and at least one LAN
or WAN interface is IP-enabled, then the system mode will
display as “Routing and Bridging.”

N When the Bridging setting is enabled and no interfaces are
IP enabled, then the device is considered to be in Bridging
Mode. Note, however, that in this case you would not be
able to access Configuration Manager; without being IP-
enabled, the Ethernet interface could not communicate
using the Internet protocol HTTP which is used to display
information in your Web browser.

Instead of focusing on selecting a system mode of operation, users
should ensure that the appropriate settings are in place to enable
communication with the ISP and to provide the required LAN
services. The correct operating mode will be selected automatically
when these settings are properly configured.

The following sections describe how to configure IP-enabled and
bridge-enabled interfaces and how to enable/disable the Bridging
setting. Several common configurations are described on

pages 73-75.
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Configuring Routable and Bridgeable Interfaces

Making Interfaces Routable (IP-Enabled)

A routable or IP-enabled interface is simply one that has been
assigned an IP address. IP-enabled interfaces are capable of
forwarding IP packets. You can assign IP addresses to any LAN or
WAN interface.

N For information about assigning IP information to LAN
interfaces (e.g., eth-0 and usb-0), see Chapter 4.

N Forinformation about assigning IP information to WAN
interfaces, see Chapter 5.

Making Interfaces Bridgeable (Bridge-Enabled)

When you make an interface bridgeable, you enable the software to
receive Ethernet packets through that interface, for forwarding
through the device’s other bridgeable interfaces. If an interface is
not bridgeable, it can only forward IP packets (assuming the
interface has been IP-enabled).

If you create a LAN or WAN interface, it must be IP-enabled,
bridge enabled, or both. An interface that has no IP address and is
not made bridgeable will not pass any data.

Follow these instructions to specify which interfaces can perform
bridging.

1. Loninto Configuration Manager and click the Bridging tab.
The Bridge Configuration page displays:

Bridge Confiquration
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Figure 29. Bridge Configuration Page

The Bridge Configuration page provides links (shown in red) to
the System Mode page, where you can enable or disable the
corresponding bridging services. The Bridge Configuration
page also displays a table for specifying the interfaces that
support bridging. The table may be empty if bridging has not yet
been configured.
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2. Inthe interface table, select all interface names on which
you want to perform bridging and click A_ddl.

To enable bridging with your ISP, select the LAN interface

(eth-0 and/or usb-0) and the EoA interface you created for the

bridging path.

After creating bridgeable interfaces, you must enable the bridging
feature, as described in the following section, “Enabling Bridging
Mode.”

To make an interface non-bridgeable, display the Bridge
Configuration page and click T next to the interface you want to

delete. Click oK to confirm the deletion. The interface
remains defined in the system, but is no longer capable of
performing bridging.

Enabling Bridging Mode

After you have created bridgeable interfaces, you must enable the
bridging service on the system as a whole.

1. Click the Home tab, and then click System Mode in the task
bar.

The System Mode page displays.
System Wode
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Figure 30. System Mode Page

You can also access the System Mode page from Bridging
page. Click any of the links that display in red near the top of
the page.

2. Click the Bridging: Enabled radio button (if not already
selected), and then click Ml.

A page will briefly display to confirm your changes, and will
return you to the System Mode page.

3. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

The other features shown on the System Mode page are described
in “Configuring Special Bridging Features” on page on page 76.

72



Chapter 2. About Part 2

Common Scenarios

The sections that follow describe common system configurations
that use bridging, routing, or both.

Note that you can also configure several special operating modes.
These are described in "Configuring Special Bridging Features” on
page 76.

Scenario 1: Routed Connection to ISP

In this scenario, the ISP requires customers to have a routed
connection to their access server. For a routed connection, the LAN
and WAN interfaces must be IP-enabled. No bridging services need
to be enabled. This configuration would have these features:

N An Ethernet (and/or USB) interface with an IP address and
network mask that identify it as being in the same subnet
as your LAN PCs. See Chapter 4 for instructions.

N An IP-enabled WAN interface. The interface type can be
PPP or E0A. An IPoA interface can also be used, but they
are rarely used in customer settings. See Chapter 5 for
instructions.

o0 Ifan EoA interfaces is created, an IP address should
be assigned to it. Or, the interface should be
configured to receive an IP address through DHCP.

o For PPP interfaces, IP information is assigned when
the link is negotiated.

o Foreither type of WAN interface, the Default Gateway
check boxis normally selected.

N Each PC'’s IP properties specify the ADSL/Ethernet router's
LAN interface as its gateway IP address. The PCs may
also be configured to obtain IP information automatically
from a DHCP server.

With this configuration, all IP packets originating from your LAN and
destined for the Internet will be routed to the PCs’ default gateway
(the LAN interface), then to the ADSL2+ Router’s default gateway
(the WAN interface), and then to the WAN interface’s gateway (the
ISP’s access server).

In the System View page in the Home tab, the Mode field will reflect
Routing. With no bridging services enabled, non-IP packets will be
ignored.
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Scenario 2: Bridged Connection to ISP

In this configuration, your ISP requires you to configure a bridged
Internet connection. For a bridged Internet connection, the WAN
interface must be bridge-enabled. The configuration would have
these features:

N

2

2

2

A bridge-enabled EoA WAN interface. Bridged IP
connections must use an EoA-type WAN interface. An IP
address may or may not be specified for the interface.

Note that even when the device communicates with your
ISP as a bridge, its Ethernet interface must remain IP-
enabled to allow you access to the Configuration Manager
program through your Web browser. The ADSL2+ Router
can also continue to provide certain IP-based services to
your LAN such as DHCP server and DNS relay.

Both the LAN (eth-0 and/or usb-0) and the WAN interfaces
(eoa-0) are enabled for bridging. See “Making Interfaces
Bridgeable (Bridge-Enabled)” on page 71.

The bridging service is enabled. See “Enabling Bridging
Mode” on page 72.

The ISP should provide setup instructions for the LAN
PC(s), which may involve installing software to enable
logging in to their servers (called a "PPPOE client"). The
PC's gateway IP address should be configured as the IP
address of the ISPs access server.

In the System View page in the Home tab, the Mode field will reflect
Routing and Bridging. Although you are exclusively using a bridging
connection to your ISP, the device recognizes at least one IP-
enabled interface (eth-0), and therefore regards the device as
capable of both routing and bridging.
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Scenario 3: Routed and Bridged Connections to ISP

In this configuration, the LAN is like that described in Scenario 1, but
also includes PCs that use a bridged Internet connection. You
would then need to establish bridging services in addition to routing.
This would also be necessary if the LAN contains PCs that use non-
IP networking protocols, such has AppleTalk or IPX. This
configuration would have these features:

N

2

2

An Ethernet (and/or USB) interface with an IP address and
network mask that identify it as being in the same subnet
as the LAN PCs. See Chapter 4 for instructions.

An WAN interface for the routing path. This can be a PPP
or EoA interface and must be IP-enabled, as described in
Scenario 1.

A WAN interface for the bridging path. This must be an
EoA interface. If an E0A interface was created for the
routing path, the bridging path may be able to use the
same interface. Check with your ISP.

Bridging is enabled on the LAN interface (eth-O and/or
usb-0) and on the EoA interface to be used for the bridging
path. If separate interfaces are created for the bridging and
routing paths, then enable bridging only on the EoA
interface to be used for bridging. See “Making Interfaces
Bridgeable (Bridge-Enabled)” on page 71.

The bridging service is enabled. See “Enabling Bridging
Mode” on page 72.

For the PCs that will use the routing path, the LAN
interface's IP address should be specified as the IP
gateway, whether assigned statically or dynamically from a
DHCP server.

For the PCs that will use the bridging path, the ISP should
provide setup instructions for the LAN PC(s), which may
involve installing software to enable logging in to their
servers (called a "PPPoE client"). The PC's gateway IP
address should be configured as the IP address of the ISPs
access server.

In the System View page in the Home tab, the Mode field will reflect
you the Mode field will now reflect Routing and Bridging.
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Configuring Special Bridging Features

Configuring WAN-to-WAN Bridging

WAN-to-WAN bridging refers to the bridging of data between WAN
interfaces. This can occur only when bridging is enabled on the
device and it has two or more WAN interfaces. With WAN-to-WAN
bridging enabled, if a packet with an unknown destination address
is received from a WAN interface, that packet is forwarded to all the
other ports — including the other bridge-enabled WAN interface(s).

However, this ability may not be desirable for all users, due to
security concerns and bandwidth constraints. If this is the case,
WAN-to-WAN bridging should be disabled.

Follow this procedure to enable or disable WAN-to-WAN bridging:
1. Click the Bridging tab.

2. Inthe interface table, select all WAN interfaces and any
others on which you want to perform bridging and click
Add |

Click the WAN-to-WAN bridging: Enable/Disable link.

On the System Mode Page, click the WAN-to-WAN Bridging:
Enabled (or Disabled) radio button, and then click
Submit |

A page will display briefly to confirm your changes, and will
return you to the Bridge Configuration page.

5. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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Configuring Bridge/Router AutoSense (BRAS) Mode

In Bridge-Router AutoSense (BRAS) mode, the ADSI2+ Router
chooses at startup whether to operate in Routing and Bridging
mode or in Bridging-only mode, based on information it learns while
communicating with the LAN PCs. This capability allows units to be
delivered to customers with one preconfiguration for both
deployment types.

If BRAS is to be used, the modem must be preconfigured with both
PPPoE and EoA interfaces, and bridging must be enabled. When
the modem is booted up with BRAS enabled, the mode is
determined as follows:

1. The modem comes up with both bridging and routing
enabled, with its own internal PPPoE client active.

2. Ifthe modem subsequently detects PPPOE traffic from the
LAN PC's PPPoOE client (indicating a bridge deployment),
then the modem automatically switches to bridging mode by
stopping its own PPPOE client, causing PPPoE packets to
be bridged from the LAN side.

3. Otherwise (no PPPoE traffic is detected) the modem
continues to operate as before in bridging mode (non-
PPPOE traffic) as well as routing mode.

Follow these instructions to enable Bridge-Router AutoSense:

1. Ensure that both a PPPoE and an EoA interface is
established and that the EoA interface has been made
bridgeable (see “Making Interfaces Bridgeable (Bridge-
Enabled)” on page 71).

2. Click the Home tab to display the Home page, then select
System Mode in the task bar.

Ensure that the Bridging: Enabled radio button is selected.

Click the BRAS: Enabled radio button, and then click
Submit |

A page displays briefly to confirm the change, and the System

Mode page redisplays.

5. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

Enabling or disabling BRAS takes effectimnmediately; i.e., a system
reboot is not required.
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Configuring ZIPB Mode

The ADSL2+ Router offers a special type of bridging mode called
ZIPB (Zero Installation PPP Bridge) mode. This mode enables the
ISP to simplify the installation process for customers who will be
using the device as a bridge. ZIPB mode also allows customers to
use the embedded firewall features, which are normally not
available on bridged connections.

Contact your ISP to determine if they offer this connection type
before you configure it.

With ordinary DSL modems that use a bridged connection to the
ISP, the customer must install a program on their PC called a PPP
client. This program enables the customer to log in to the ISP’s
access server and acquire IP information that the computer needs
for all subsequent Internet communication. In ZIPB mode, the
ADSL2+ Router uses its own PPP software to communicate at
startup with the ISP. The ISP assigns the IP information to the
device’s PPP interface, which then uses its DHCP server to pass
the information on to the user’s PC. Therefore, the PPP interface
and the user’s PC both use the same IP address.

Working with your ISP, follow this procedure to enable ZIPB mode:

1. Ensure that your PCs are configured to accept IP information
assigned by a DHCP server. See “Quick Start Part 2 —
Configuring Your Computers,” for instructions.

2. Ensure that at least one PPPoE or PPPOA interface has
been created on theADSL2+ Router. See Chapter 5 for
instructions.

The Status field for the PPP interface must be set to Start on
Data. You can modify an existing interface to set this property.

If you have more than one computer on your LAN and your ISP
provides multiple public IP addresses for those computers, you
must establish a PPP interface for each public IP address.

3. [Ifitdoes not already exist, create a DHCP server pool with
poolid=0.

The pool should include at least one unique private IP address
for each computer on your LAN. The gateway IP address
should be setto the address of the LAN interface, which must
be in the same subnet (see Chapter 4 for instructions).

4. Enable DHCP server, as described in “Setting the DHCP
Mode” on page 93.

5. Click the Services tab to display the NAT Configuration page.
If the NAT feature is enabled, click the Disable radio button.

6. Click the Bridging tab to display the Bridging page, and then
click the ZIPB: Enable radio button.

7. Click the Bridging: Disable radio button.
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Click Submit |

A page displays briefly to confirm the change, and the System
Mode page redisplays.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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About Part 3

Part 3 explains how to view information relating to Internet Protocol
processing, and describes configuring theADSL2+ Router’s IP
routing features.

Part 3 contains the following chapters:

N

Chapter 7, “Viewing System IP Addresses and IP
Performance Statistics,” shows how to view the IP

information associated with the device interfaces and
statistics related to IP packet processing.

Chapter 8, “Configuring Dynamic Host Configuration
Protocol,” describes how to configure theADSL2+
Router’s DHCP server and DHCP relay agent to
dynamically assign IP information to your LAN PCs.

Chapter 9, “Configuring DNS Server Addresses,”
describes how to specify the IP addresses for the Domain
Name Servers that your LAN will use when accessing the
Internet.

Chapter 10, “Configuring IP Routes,” describes how to
create rules that specify the device interfaces through
which data packets should be forwarded, based on their
destination IP addresses.

Chapter 11, “Configuring the Routing Information
Protocol,” explains how to configure a protocol that
enables the ADSL2+ Router to share its routing information
with other routers on your LAN or the Internet.

82



7 Viewing System IP Addresses and IP
Performance Statistics

The interfaces on the ADSL2+ Router that communicate with other
network and Internet devices are identified by unique Internet
protocol (IP) addresses. You can use the Configuration Manager to
view the list of IP addresses that your device uses, and to view
other system and network performance data.

See Appendix A for a description of IP addresses and masks.

Viewing the ADSL2+ Router’s IP Addresses

To view the ADSL2+ Router’s IP addresses, click the Routing tab,
and then click IP Addr in the task bar. The IP Address Table page
displays:

1P Address Table

1P Address ~etrask

ET. o

Glulral stats el |

Figure 31. IP Address Table Page

The table lists the IP addresses, network masks (“Net Mask”), and
interface names (“IF Name”) for each of its IP-enabled interfaces.

The listed IP addresses may include:

N The IP address of the device’s LAN (Ethernet) port, called
eth-0. See Chapter 40 for instructions on configuring this
address.

N The IP address of the device’s USB interface, named usb-0.
See Chapter 40 for instructions on configuring this address.

The IP address of the WAN (ADSL line) interface, which
your ISP and other external devices use to identify your
network. It may be identified in the Configuration Manager
by the names ppp-0, eoa-0, or ipoa-0, depending on the
protocol your device uses to communicate with your ISP.
Your ISP may assign the same address each time, or it
may change each time you reconnect.

N The “loopback” IP address, named lo-0, of 127.0.0.1. This
special address enables the device to keep any data
addressed directly to it, rather than route the data through
the default interfaces.

If your device has additional IP-enabled interfaces, the IP
addresses of these will also display.

2
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Viewing IP Performance Statistics

You can view statistics on the processing of Internet protocol
packets (a packet is a collection of data that has been bundled for
transmission). You will not typically need to view this data, but you
may find it helpful when working with your ISP to diagnose network
and Internet data transmission problems.

To view global IP statistics, click —_5'2Pal Stats | e 1p

Address Table page. Figure 32 shows the IP Global Statistics page:

[P Glabal 5tatistics
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e Received my Undnown Srofacar: JPacaeks

TP Bparing discerdea: I Pzceks

ZF Jakzg-ars Fa-Aancec
Forwerded Dafagrams: 25 Feckets
“npek TP Datez-ams

inpet IE Qiscerded': A Pzcieks

Iapuf IP Dedivered To Yser-Erodfacal; 237 Feckek:

Jukz ZIF Detagram s

I* Aegquests Far fransavTsian ' Yrer-Prodacal; 12 Fezhek:

Curfapt I discerded: A Pzcaek:
Cutpat FF Mecarded w) o Roude: 25 Fezhets

[* Cazzcrams £ heaszeralz

Mecimwnm & of Secoads [P Waits For Reassemile: 31 Secaqdis]
P Received Wivch Needed To B2 Reasseamifed: JPzcaeks
P Swccessfully Re-arseambfed: 1 Pecaeks
TP Fais To Re-dssemble: JPzacsels

ZP Dratec =z S Frage e

TP Euccessfuilp Fragmeated:
P Fadls To fragmend:
I Fragmends Crazted:

Figure 32. IP Global Statistics Page

To display updated statistics showing any new data since you
opened the page, click _iREf"ESh .

84



8 Configuring Dynamic Host Configuration

Protocol

You can configure your network and ADSL2+ Router to use the
Dynamic Host Configuration Protocol (DHCP). This chapter
provides an overview of DHCP and instructions for implementing it
on your network.

Overview of DHCP

What is DHCP?

DHCP is a protocol that enables network administrators to centrally
manage the assignment and distribution of IP information to
computers on a network.

When you enable DHCP on a network, you allow a device — such
as the ADSL2+ Router or a router located with your ISP —to
assign temporary IP addresses to your computers whenever they
connect to your network. The assigning device is called a DHCP
server, and the receiving device is a DHCP client.

If you followed the Quick Start instructions, you either configured
each LAN PC with an IP address, or you specified that it will
receive IP information dynamically (automatically). If you chose to
have the information assigned dynamically, then you configured
your PCs as DHCP clients that will accept IP addresses assigned
from a DCHP server such as the ADSL2+ Router.

The DHCP server draws from a defined pool of IP addresses and
“‘leases” them for a specified amount of time to your computers
when they log onto the network. It monitors, collects, and
redistributes the addresses as needed.

On a DHCP-enabled network, the IP information is assigned
dynamically rather than statically. A DHCP client can be assigned a
different address from the pool each time it reconnects to the
network.

Why use DHCP?

DHCP allows you to manage and distribute IP addresses
throughout your network from a central computer. Without DHCP,
you would have to configure each computer separately with IP
addresses and related information. DHCP is commonly used with
large networks and those that are frequently expanded or otherwise
updated.
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ADSL2+ Router DHCP modes
The device can be configured as a DHCP server, relay agent or

client.
N

If you configure the device as a DHCP server, it will
maintain the pool of addresses and distribute them to your
LAN computers. If the pool of addresses includes private IP
addresses, you must also configure the Network Address
Translation service, so that the private addresses can be
translated to your public IP address on the Internet.

If your ISP performs the DCHP server function for your
network, then you can configure the device as a DHCP
relay agent. When a computer logs onto the network, the
ADSL2+ Router contacts the ISP for the necessary IP
information, which it relays back to the computer.

If you have another PC or device on your network already
performing the DHCP server function, then you can
configure the device’s LAN interface to be a DHCP client of
that server (as are your PCs). This configuration is
described in Chapter 4.

) You can input settings for both DHCP server and DHCP relay
[ mode, and then activate either mode at any time. Deactivated
Note settings are retained for your future use.
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Configuring DHCP Server

Before you begin, be sure to configure your PCs to accept DHCP
information assigned by a DHCP server. See “Quick Start Part
2 — Configuring Your Computers,”for instructions.

To set up DHCP server, you first define the ranges of IP addresses
that you want to be distributed to your PCs, called DHCP server
address pools.

Guidelines for creating DHCP server address pools

An IP address pool typically includes a range private addresses that
you define. LAN administrators often define private IP addresses for
use only on their networks. See “Overview of NAT” on page 109 for
an explanation of private IP addresses. You can also use DHCP
server pools to distribute multiple public IP addresses, if, for
example, these are to be shared among a larger set of LAN
computers.

You can create up to two DHCP server address pools. You can
define a single pool with addresses that can be assigned to your
LAN PCs (connected via the Ethernet port) and to a USB-
connected computer, as long you have assigned to the USB and
Ethernet interfaces static IP addresses that place them in the same
subnet. See Appendix A for an explanation of subnets.

For example, assume you assigned the following addresses to the
Ethernet and USB interfaces:

Ethernet interface (eth-0): IP address 192.168.1.1
mask 255.255.255.0

USB interface (usb-0): IP address 192.168.1.2
mask 255.255.255.0

Then you could create a single pool for assignment to all your PCs:

Pool 0: 192.168.1.3 through 192.168.1.20
mask 255.255.255.0

You can create a second pool — which must be in a different subnet
than the first — if either of these circumstances apply:

N You assigned static IP addresses to the device’s Ethernet
and USB interfaces that place them in different subnets
(note that this is not required).
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Adding DHCP Server Address Pools
Follow these instructions to create an IP address pool:

1. Log into Configuration Manager, click the LAN tab, and then
click DHCP Server in the task bar.

The DHCP Server Configuration page displays:

Dyharmic Host Comfigurat om Fratocal {OHCR) S=wer Co-diguracion

Figure 33. DHCP Configuration Page

Depending on your preconfigured settings, the table may
display up to two address pools, each in a row, or may be
empty.

2. Click 2dd]

The DHCP Server Pool — Add page displays:
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Figure 34. DHCP Server Pool — Add Page

3. Enter values for the Start IP Address, End IP Address, and
Net Mask fields, which are required, and any others as
needed:

Field Description

88



Field

Description

Start/End IP
Addresses

Specifies the lowest and highest addresses in
the pool, up to a maximum range of 254
addresses. For example, if the LAN interface is
assigned IP address 192.168.1.1, then you
could create a pool with address range
192.168.1.2 — 192.168.1.254 for distribution to
your LAN computers.

Mac Address

A MAC address is a manufacturer-assigned
hardware ID that is unique for each device on a
network. Use this field only if you want to assign
a specific IP address to the computer that uses
this MAC address. If you type a MAC address
here, you must have specified the same IP
address in both the Start IP Address and End
IP Address fields.

Net Mask

Specifies which portion of each IP address in
this range refers to the network and which
portion refers to the host (computer). For a
description of network masks and LAN network
masks, see Appendix A. You can use the
network mask to distinguish which pool of
addresses should be distributed to a particular
subnet (as explained on page 87).

Domain Name

A user-friendly name that refers to the subnet
that includes the addresses in this pool. This is
used for reference only.

Gateway Address

The address of the default gateway for
computers that receive IP addresses from this
pool. If no value is specified, then the
appropriate LAN (eth-0) or USB (usb-0) port
address on the device will be distributed to
each PC as its gateway address, depending on
how each is connected.

See “Hops and gateways” on page 99 for an
explanation of gateway addresses.

DNS/SDNS
Address

The IP address of the Domain Name System
server and Secondary Domain Name System
server to be used by computers that receive IP
addresses from this pool. These DNS senvers
translate common Intemet names that you type
into your web browser into their equivalent
numeric IP addresses. Typicaly, these servers
are located with your ISP.

SMTP...SWINS
(optional)

The IP addresses of devices that perform
various services for computers that receive IP
addresses from this pool (such as the SMTP, or
Simple Mail Transfer Protocol, server which
handles e-mail traffic). Contact your ISP for
these addresses.

4. When you are done defining the pool, click Ml.
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A confirmation page displays briefly to indicate that the pool has
been added successfully. After a few seconds, the DHCP
Server Pool — Add page displays with the newly added pool.

5. Follow the instructions in “Setting the DHCP Mode” on
page 93 to enable the DHCP Server.

Viewing, modifying, and deleting address pools

To view, modify, or delete an existing address pool, display the
DHCP Server Configuration page, and click the icons in the
corresponding row in the address pool table.

N To delete an IP address pool, click T, then submit and
commit your changes.

To view details on an IP address pool, click . A page
displays with the same information that you entered when
you added the pool.

N To modify the pool, click ¢ . The DHCP Server Pool —
Modify page displays:

2

DHCP Server Pool - Modify

DHCP Pool Information
Start IP Address: 192.168.1.3
End IP Address: 192.168.1.34
Metmask: 255.255.255.0

Domain Name: |

{* Enable

SES LS " Disabls

Excluded IP Address |Action
Excluded rp: |Mo Excluded IP!

[oo s L b | add

Figure 35. DHCP Server Pool — Modify Page

You can change the domain name associated with an IP
address pool or enable/disable the pool. By default, a pool
is enabled when you create fit.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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Excluding IP addresses from a pool

If you have IP addresses that are designated for fixed use with
specific devices, or for some other reason you do not want to make
them available to your network, you can exclude them from the
pool. Display the DHCP Server Pool — Modify page, as shown in
Figure 35. Type each address to be excluded in the Excluded IP

field, and click A_ddl. When you are done specifying excluded

addresses, click Ml, and then use the Commit function to
save your changes to permanent memory (see page 39).

Viewing current DHCP address assignments

When the ADSL2+ Router functions as a DHCP server for your
LAN, it keeps a record of any addresses currently leased to your
computers. To view a table of all current IP address assignments,
display the DHCP Server Configuration page, and then

click Address Table

A page displays similar to that shown in Figure 36.

IF address Hetmask
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Figure 36. DHCP Server Address Table Page

The DHCP Server Address Table lists any IP addresses that are
currently leased to your computers. For each leased address, the
table lists the following information:

Field Description
IP Address The address that has been leased from the pool.
Netmask The network mask associated with the leased address.

This identifies the network ID and host ID portions of
the address (see Appendix A for an explanation of
these terms).

Mac Address The unique hardware ID of the computer to which the
IP address has been assigned.

Pool Start The lower boundary of the address pool (shown here to
identify the pool from which the leased address was
assigned).

Address Type Can be Static or Dynamic. Static indicates that the IP
number has been assigned permanently to the specific
hardware device. Dynamic indicates that the number
has been leased temporarily for a specified length of
time.

Time Remaining  The amount of time left for the device to use the
assigned address. The default lease time is 30 days.
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Configuring DHCP Relay

Some ISPs perform the DHCP server function for their customers’
home/small office networks. In this case, you can configure the
device as a DHCP relay agent. When a computer on your network
requests Internet access, the ADSL2+ Router contacts your ISP to
obtain an IP address (and other information), and then forwards that
information to the computer. Follow these instructions to configure
DHCP relay:

First, you must configure your PCs to accept DHCP information
assigned by a DHCP server:

1. Openthe Windows Control Panel and display the computer's
Networking properties. Configure the TCP/IP properties to
"Obtain an IP address automatically" (the actual text may
vary depending on your operating system). For detailed
instructions, see “Quick Start Part 2 — Configuring Your
Computers,” for instructions.

Next, you specify the IP address of the DHCP server and select the
interfaces on your network that will be using the relay service.

2. Log into the Configuration Manager, click the LAN tab, and
then click DHCP Relay in the task bar.

The DHCP Relay Configuration page displays:

Dyn=r—ic Host Canfip recion Prctocol iCHER] Relay Canfin. radion
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Figure 37. DHCP Relay Configuration Page

3. Inthe DHCP Server Address fields, type the IP address of
your ISP’s DHCP server.

If you do not have this address, it is not essential to enter it here.
Requests for IP information from your LAN will be passed to the
default gateway, which should route the request appropriately.
4. Select the device’s WAN interface from the drop-down list
and click A_ddl.

The WAN interface may be named ppp-0, eoa-0, or ipoa-0.
Contact your ISP if you are unsure which type to use.

(Note that you can also delete an interface from the table by
clicking T in the right column.)
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5. Click Ml.

A page displays to confirm your changes, and the program
returns to the DHCP Relay Configuration page.

6. Follow the instructions in “Setting the DHCP Mode” to set the
DHCP mode to DHCP Relay.

Setting the DHCP Mode

You must enable the appropriate DHCP mode to activate your
DHCP relay or DHCP server settings.

Follow these instructions to set the DHCP mode:
1. Click the LAN tab, and then click DHCP Mode in the task bar.
The DHCP Configuration page displays:

Dynzrni= Host Configuration Prodocal (DHERS Confqueation

Figure 38. DHCP Configuration Page

2. From the DHCP Mode drop-down list, choose DHCP Server,
DHCP Relay, or None.

If you choose none, your LAN computers must be configured
with static IP addresses.

Click Submit |

4. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

93






9 Configuring DNS Server Addresses

About DNS

Domain Name System (DNS) servers map the user-friendly domain
names that users type into their Web browsers (e.g., "yahoo.com")
to the equivalent numerical IP addresses that are used for Internet
routing.

When a PC user types a domain name into a browser, the PC must
first send a request to a DNS server to obtain the equivalent IP
address. The DNS server will attempt to look up the domain name
in its own database, and will communicate with higher-level DNS
servers when the name cannot be found locally. When the address
is found, it is sent back to the requesting PC and is referenced in IP
packets for the remainder of the communication.

Assigning DNS Addresses to PCs

Multiple DNS addresses are useful to provide alternatives when one
of the servers is down or is encountering heavy traffic. ISPs typically
provide primary and secondary DNS addresses, and may provide
additional addresses. Your LAN PCs learn these DNS addresses in
one of the following ways:

N Statically: If your ISP provides you with their DNS server
addresses, you can assign them to each PC by modifying
the PCs' IP properties.

N Dynamically from a DHCP pool: You can configure the
DHCP Server feature on the ADSL/Ethernet router and
create an address pool that specifies the DNS addresses to
be distributed to the PCs. Refer to “Configuring DHCP
Server,” on page 87 for instructions on creating DHCP
address pools.

In either case, you can specify the actual addresses of the ISP's
DNS servers (on the PC or in the DHCP pool), or you can specify
the address of the LAN interface on the ADSL/Ethernet router (e.g.,
192.168.1.1). When you specify the LAN interface IP address, the
device performs DNS relay, as described in the following section.

If you specify the actual DNS server addresses on the PCs or in
the DHCP pool, the DNS relay feature is not used.
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Configuring DNS Relay

When you specify the ADSL2+ Router's LAN interface IP address
as the DNS address, then the device automatically performs “DNS
relay”; i.e., because the device itself is not a DNS server, it forwards
domain name lookup requests it receives from the LAN PCs to a
DNS server atthe ISP. It then relays the DNS server’s response to
the PC.

When performing DNS relay, the ADSL2+ Router must maintain the
IP addresses of the DNS servers it contacts. It can learn these
addresses in either or both of the following ways:

N Learned through PPP: If the device uses a PPP
connection to the ISP, the primary and secondary DNS
addresses can be learned via the PPP protocol. To use this
method, the "Use DNS" checkbox must be selected in the
PPP interface properties. (See “Configuring PPP
Interfaces,” on page 53 for related instructions. Note that
you cannot change this property by modifying an existing
PPP interface; you must delete the interface and recreate it
with the new setting.)

Using this option is advantageous in that you will not need
to reconfigure the PCs or the ADSL/Ethernet router if the
ISP changes their DNS addresses.

N Configured on the ADSL/Ethernet router: You can use
the device's DNS feature to specify the ISP's DNS
addresses. If the device also uses a PPP interface with the
"Use DNS" property enabled, then these configured
addresses can be used in addition to the two addresses
learned through PPP. If "Use DNS" is not enabled, or if a
protocol other than PPP is used (such as EoA), then these
configured addresses will be used as the primary and
secondary DNS addresses.

Follow these steps to configure DNS relay:

1.

Configure the LAN PCs to use the ADSL/Ethernet router's
LAN IP address as their DNS server address using either of
the following methods:

N by assigning the LAN IP address statically to each PC

N by inputting the LAN IP address or the address 0.0.0.0 as
the DNS address in the DHCP server pool used by the PCs.

If using a PPP connection to the ISP, click the "Use DNS"
check box so that the DNS server addresses it learns are
used for DNS relay.

Or, ...
If not using a PPP connection (or if you want to specify DNS
addresses in addition to those learned through PPP),
configure the DNS addresses on the ADSL/Ethernet router
as follows:
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a. Click the Services tab, and then click DNS in the task bar. The
DNS Configuration page displays.

Jomai Mere Bereipe (DME) Corcicuration

Figure 39. DNS Configuration Page

b.  Typethe IP address of the DNS server in an empty row and click
Add |

You can enter up to two addresses.

C. Click the DNS Relay Poll Status check box if you want the
software to send regular test messages to the DNS servers to
ensure that they remain up (recommended). If none of the
specified DNS servers respond (including any acquired by PPP,
which do not display in the table), then an alert will display in the
System Log window (see the Admin tab, System Log page).
You can specify the interval in minutes between each DNS poll
message in the DNS Relay Poll Timeout text box.

d. .
Click the Enable radio button, and then click ﬂl

3. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

DNS addresses that are assigned to LAN PCs prior to enabling
DNS relay will remain in effect until the PC is rebooted. DNS relay
........ will only take effect when a PC's DNS address is the LAN IP

|
z' address.
|

Note Similarly, if after enabling DNS relay, you specify a DNS address
(other than the LAN IP address) in a DHCP pool or statically on a
PC, then that address will be used instead of the DNS relay
address.
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10 Configuring IP Routes

You can use Configuration Manager to define specific routes for
your Internet and network data. This chapter describes basic routing
concepts and provides instructions for creating routes.

Note that most users do not need to define IP routes.

Overview of IP Routes

The essential challenge of a router is: when it receives data
intended for a particular destination, which next device should it
send that data to? When you define IP routes, you provide the rules
that a computer uses to make these decisions.

IP routing versus telephone switching

IP routing decisions are similar to those made by switchboards that
handle telephone calls.

When you dial a long distance telephone number, you are first
connected to a switchboard operated by your local phone service
carrier. All calls you initiate go first to this main switchboard.

If the phone number you dialed is outside your calling area, the
switchboard opens a connection to a higher-level switchboard for
long distance calls. That switchboard looks at the area code you
dialed and connects you with another switchboard that serves that
area. This new switchboard, in turn, may look at the prefixin the
number you dialed (the middle set of three numbers) and connect to
a more localized switchboard that handles numbers with that prefix.
This final switchboard can then look at the last four digits of the
phone number to open a connection with the person or company
you dialed.

In comparison, when your computer initiates communication over
the Internet, such as viewing a web page connecting to an web
server, the data it sends out includes the IP address of the
destination computer (the “phone number”). All your outgoing
requests first go to the same router at your ISP (the first
“switchboard”). That router looks at the network ID portion of the
destination address (the “area code”) and determines which next
router to send the request to. After several such passes, the request
arrives at a router for the destination network, which then uses the
host ID portion of the destination IP address (the local “phone
number”) to route the request to the appropriate computer. (The
network ID and host ID portions of IP addresses are explained in
Appendix A.)

With both the telephone and the computer, all transactions are
initially sent to the same switchboard or router, which serves as a
gateway to other higher- or lower-level devices. No single device
knows at the outset the eventual path the data will take, but each
uses a specific part of the destination address/phone number to
make a decision about which device to connect to next.
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Hops and gateways

Each time Internet data is passed from one Internet address to
another, itis said to take a hop. A hop can be a handoff to a
different port on the same device, to a different device on the same
network, or to a device on an entirely different network.

When a hop passes data from one type of network to another, it
uses a gateway. A gateway is an IP address that provides initial
access to a network, just as a switchboard serves as a gateway to a
specific set of phone numbers. For example, when a computer on
your LAN requests access to a company’s web site, your ISP
serves as a gateway to the Internet. As your request reaches its
destination, another gateway provides access to the company’s
web servers.

Using IP routes to define default gateways

IP routes are defined on computers, routers, and other IP-enabled
devices to instruct them which hop to take, or which gateway to use,
to help forward data along to its specified destination.

If no IP route is defined for a destination, then IP data is passed to a
predetermined default gateway. The default gateway serves like a
higher-level telephone switchboard; it may not be able to connect
directly to the destination, but it will know a set of other devices that
can help pass the data intelligently. If it cannot determine which of
these devices provides a good next hop (because no such route
has been defined), then that device will forward the data to its
default gateway. Eventually, a high level device, using a predefined
IP route, will be able to forward the data along a path to its
destination.

Do | need to define IP routes?

Most users do not need to define IP routes. On a typical small home
or office LAN, the existing routes that set up the default gateways
for your LAN computers and for the ADSL2+ Router provide the
most appropriate path for all your Internet traffic.

N On your LAN computers, a default gateway directs all
Internet traffic to the LAN interface on the ADSL2+ Router.
(assuming the device is configured in Routing mode). Your
LAN computers know their default gateway either because
you assigned it to them when you modified their TCP/IP
properties, or because you configured them to receive the
information dynamically from a server whenever they
access the Internet. (Each of these processes is described
in “Quick Start Part 2— Configuring Your Computers.”)

N Onthe ADSL2+ Router itself, a default gateway is defined
to direct all outbound Internet traffic to a router at your ISP.
This default gateway is assigned automatically by your ISP
whenever the device negotiates an Internet connection.
(The process for adding a default route is described on
page 102.)

You may need to define routes if your home setup includes two or

more networks or subnets, if you connect to two or more ISP

services, or if you connect to a remote corporate LAN.
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Viewing the IP Routing Table

All IP-enabled computers and routers maintain a table of IP
addresses that are commonly accessed by their users. For each of
these destination IP addresses, the table lists the IP address of the
first hop the data should take. This table is known as the device’s
routing table.

To view the ADSL2+ Router’s routing table, click the Routing tab.
The IP Route page displays by default:
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Figure 40. IP Route Table Page

The IP Route Table displays a row for each existing route. These
include routes that were predefined on the device, routes you may
have added, and routes that the device has identified automatically
through communication with other devices.

The routing table should reflect a default gateway, which directs
outbound Internet traffic to your ISP. This default gateway is shown
in the row containing destination address 0.0.0.0.
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The following table defines the fields in the IP Routing Table.

Field

Description

Destination

Specifies the IP address of the destination computer.
The destination can specified as the IP address of a
specific computer or an entire network. It can also be
specified as all zeros to indicate that this route should be
used for all destinations for which no other route is
defined (this is the route that creates the default
gateway).

Netmask

Indicates which parts of the destination address refer to
the network and which parts refer to a computer on the
network. Refer to Appendix A, for an explanation of
network masks. The default gateway uses a netmask of
0.0.0.0.

NextHop

Specffies the next IP address to send data to when its
final destination is that shown in the destination column.

IFName

Displays the name of the interface on the device through
which data is forwarded to the specified next hop.

Route Type

Indicates whether the route is direct or indirect. In a
direct route, the source and destination computers are
on the same network, and the router attempts to directly
deliver the data to the computer. In an indirect route, the
source and destination computers are on different
networks, and the router forwards data to a device on
another network for further handling.

Route Origin

Displays how the route was defined. Dynamic indicates
that the route was created automatically or predefined
by your ISP or the manufacturer. Routes you create are
labeled Local. Other routes may be created
automatically (using RIP, as described in Chapter 11), or
defined remotely through various network management
protocols (LCL or ICMP).

Action

Displays an icon (f) you can click on to delete a route.

101



ADSL2+ Router User’s Guide

Adding IP Routes

Follow these instructions to add an IP route to the routing table.

1. From the IP Route Table page, click A_ddl.
The IP Route — Add page displays:

IP Route - Add

IP Route Information

Destination: ID ID ID ID

Wetmask: |[z55 [255 [ess [o
Gateway /Nexttop: ID_ ID IIJ ID

Figure 41. IP Route — Add Page

2. Specify the destination, network mask, and gateway or next
hop for this route.

For a description of these fields, refer to the table on page 101.

To create a route that defines the default gateway for your LAN,
enter 0.0.0.0 in both the Destination and Netmask fields. Enter
your ISP’s IP address in the Gateway/NextHop field.

Note that you cannot specify the interface name, route type or
route origin. These parameters are used only for routes that are
identified automatically as the device communicates with other
routing devices. For routes you create, the routing table
displays system default values in these fields.

3. Click _Submit |

4. On the confirmation page, click Mto return to the IP
Route table.

The IP Routing Table will now display the new route.

5. If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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11 Configuring the Routing Information Protocol

The ADSL2+ Router can be configured to communicate with other
routing devices to determine the best path for sending data to its
intended destination. Routing devices communicate this information
using a variety of IP protocols. This chapter describes how to
configure the ADSL2+ Router to use one of these, called the
Routing Information Protocol (RIP).

RIP Overview

RIP is an Internet protocol you can set up to share routing table
information with other routing devices on your LAN, at your ISP’s
location, or on remote networks connected via the ADSL line.
Generally, RIP is used to enable communication on autonomous
networks. An autonomous network is one in which all computers
are administered by the same entity. An autonomous network may
be a single network, or a grouping of several networks under the
same administration. An example of an autonomous network is a
corporate LAN, including devices that can access it from remote
locations, such as the computers telecommuters use.

Using RIP, each device sends its routing table to its closest
neighbor every 30 seconds. The neighboring device in turn passes
the information on to its next neighbor and so on until all devices in
the autonomous network have the same set of routes.

When should you configure RIP?

Most small home or office networks do not need to use RIP; they
have only one router, such as the ADSL2+ Router, and one path to
an ISP. In these cases, there is no need to share routes, because
all Internet data from the network is sent to the same ISP gateway.

You may want to configure RIP if any of the following circumstances
apply to your network:

N Your home network setup includes an additional router or
RIP-enabled PC (other than the ADSL2+ Router). The
ADSL2+ Router and the router will need to communicate
via RIP to share their routing tables.

N Your network connects via the ADSL line to a remote
network, such as a corporate network. In order for your
LAN to learn the routes used within your corporate network,
they should both be configured with RIP.

N Your ISP requests that you run RIP for communication with
devices on their network.
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Configuring the ADSL2+ Router’s Interfaces with RIP

The following instructions describe how to enable RIP on the

ADSL2+ Router.
z' In order for the ADSL2+ Router to communicate with other
[ devices using RIP, you must also enable the other devices to use
Note the protocol. See the product documentation for those devices.

1. Log into the Configuration Manager, click the Services tab,
and then click RIP in the task bar.

The RIP Configuration page displays:

Routing Inform:tian P ool

i I cancor l ciovarsirte [ eorroen (i i

Figure 42. RIP Configuration Page

The page contains radio buttons for enabling or disabling the
RIP feature and a table listing interfaces on which the protocol
is currently running. The first time you open this page, the table
may be empty.

2. If necessary, change the Age and Update Time values.
These are global settings for all interfaces that use RIP.

N Age is the amount of time in seconds that the device’s RIP
table will retain each route that it learns from adjacent
computers.

N Update Time specifies how frequently the ADSL2+ Router
will send out its routing table to its neighbors.

3. Inthe IFName column, select the name of the interface on
which you want to enable RIP.

For communication with RIP-enabled devices on your LAN,
select the LAN interface (usually eth-0).

For communication with your ISP or a remote LAN, select the
PPP, EoA, or other WAN interface used for that connection.

(See page 83 for a description of various interfaces and their
names.)

4. Select a metric value for the interface.

RIP uses a “hop count’ as a way to determine the best path to
a given destination in the network. The hop count is the sum of
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the metric values assigned to each port through which data is
passed before reaching the destination. Among several
alternative routes, the one with the lowest hop count is
considered the fastest path.

For example, if you assign this port a metric of 1, then RIP will
add 1 to the hop count when calculating a route that passes
through this port. If you know that communication via this
interface is slower than through other interfaces on your
network, you can assign it a higher metric value than the others.

You can select any integer from 1 to 15.
Select a Send Mode and a Receive Mode.

The Send Mode setting indicates the RIP version this interface
will use when it sends its route information to other devices.

The Receive Mode setting indicates the RIP version(s) in which
information must be passed to the ADSL2+ Router in order for
it to be accepted into its routing table.

RIP version 1 is the original RIP protocol. Select RIP1 if you
have devices that communicate with this interface that
understand RIP version 1 only.

RIP version 2 is the preferred selection because it supports

“classless” IP addresses (which are used to create subnets)
and other features. Select RIP2 if all other routing devices on
the autonomous network support this version of the protocol.

Click "‘_ddl.

The new RIP entry will display in the table.
Click the Enable radio button to enable the RIP feature.

If you disable the RIP feature, the interface settings you have
configured will remain available for future activation.

Click Submit |

A page displays to confirm your changes.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

You can delete an existing RIP entry by clicking T in the Action
column.
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Viewing RIP Statistics

From the RIP Configuration page, you can click

Global Stats |15 view statistics on attempis to send and

receive route table data over RIP-enabled interfaces on the
ADSL2+ Router.

RIP Global Statistics

RIP Active Sessions

Request Sent: 0 Packets

Response Sent: 0 Packets

Request Received: 0 Packets

RIP Packets w/ Errar

Packets Received w/ Bad Version: 0 Packets

Packets Received w/ Bad Address Family: 0 Packets

Packets Received w/ Bad Request Format: 0 Packets
Packets Received w/ Bad Metrics: 0 Packets

Packets Received w/ Bad Response Format: 0 Packets

Packets Received w/ Invalid Port: 0 Packets
Packets Rejected: 0 Packets

Response Received: 0 Packets

Unknown Packets Received: 0 Packets

Packets Received from Non-Neighbor Router: 0 Packets

Packets Rejected for Authentication Failure: 0 Packets
Packets w/ Route Changed: 0 Packets

Figure 43. RIP Global Statistics Page

Clear

You can click to reset all statistics to zero and

HBIE00 display any newly accumulated data.
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Part 4

Security Features
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About Part 4

Part 4 describes features you can configure to provide security to
your network.

Part 4 contains the following chapters:

N Chapter 12, “Configuring Network Address
Translation,” explains how NAT works to allow one public
Internet address to be shared among multiple PCs on your
LAN. This chapter explains how to configure NAT rules of
various types.

N Chapter 13, “Configuring Firewall Settings,” describes
the protections available in the embedded firewall and how
to enable and disable them.

N Chapter 14, “Configuring Filters and Blocking
Protocols,” describes how to create filters that allow or
disallow various types of content and how to block certain
types of protocols from entering or exiting your LAN.
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12 Configuring Network Address Translation

Q

Definitions

g

Definitions

This chapter provides an overview of Network Address Translation
(NAT) and instructions for modifying theADSL2+ Router’s default
configuration.

Overview of NAT

Network Address Translation is a method for disguising the private
IP addresses you use on your LAN as the public IP address you
use on the Internet. You define NAT rules that specify exactly how
and when to translate between public and private IP addresses.

A private IP address is created by a network administrator for use
only on a LAN, whereas a public IP address is purchased from the
Internet Corporation for Assigned Names and Numbers (ICANN)
for use on the Internet. Typically, your ISP provides a public IP
address for your entire LAN, and you define the private addresses
for computers on your LAN.

In a typical NAT setup, your ISP provides you with a single public IP
address to use for your entire network. Then, you assign each
computer on your LAN a unique private IP address. (Or, you define
a pool of private IP addresses for dynamic assignment to your
computers, as described in Chapter 8.) On the ADSL2+ Router, you
setup a NAT rule to specify that whenever one of your computers
communicates with the Internet, (that is, it sends and receives IP
data packets) its private IP address—which is referenced in each
packet—uwill be replaced by the LAN'’s public IP address.

An IP data packet contains bits of data bundled together in a
specific format for efficient transmission over the Internet. Such
packets are the building blocks of all Internet communication. Each
packet contains header information that identifies the IP address of
the computer that initiates the communication (the source IP
address), the port number that the router associates with that
computer (the source port number), the IP address of the
targeted Internet computer (the destination IP address), and other
information.

When this type of NAT rule is applied, because the source IP
address is swapped out, it appears to other Internet computers as if
the data packets are actually originating from the computer
assigned your public IP address (in this case, the ADSL2+ Router).
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The NAT rule could further be defined to disguise the source portin
the data packet (i.e., change it to another number), so that outside
computers will not be able to determine the actual port from which
the packet originated. Data packets that arrive in response contain
the public IP address as the destination IP address and the
disguised source port number. The ADSI2+ Router changes the IP
address and source port number back to the original values (having
kept track of the changes it made earlier), and then routes the
packet to the originating computer.

NAT rules such as these provide several benefits:

N They eliminate the need for purchasing multiple public IP
addresses for computers on your LAN. You can make up
your own private IP addresses at no cost, and then have
them translated to the public IP address when your
computers access the Internet.

N They provide a measure of security for you LAN by
enabling you to assign private IP addresses and then have
these and the source port numbers swapped out before
your computers access the Internet.

The type of NAT function described above is called network
address port translation (NAPT). You can use other types, called
flavors, of NAT for other purposes; for example, providing outside
access to your LAN or translating multiple private addresses to
multiple public addresses.

For a description of NAPT rules, see page 117.
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Viewing NAT Global Settings and Statistics

To view your NAT settings, log into Configuration Manager, and
click the Services tab. The NAT Configuration page displays by
default:

kAT Glabal [rfo

TP T Tmeodses)s

TP Choss Waifses):

FCP Def Fmeodires] -

wOF Fmesetfses)s

JoME Fmesafses):

SRE Fmemdfses):

ek Nat Agelsec):

KAOT Dart Séark

MAST Fort Eaos

Csutmi l ciova state [ casce [ cotvesh [N e

Figure 44. NAT Configuration Page

The NAT Configuration page contains the following elements:

N The NAT Options drop-down list, which provides access to
the NAT Configuration page and Global Information table
(shown by default and in Figure 44), the NAT Rule
Configuration page (see Figure 46), and the NAT
Translations page (see Figure 48).

Enable/Disable radio buttons, which allow you to turn on or
off the NAT feature.

The NAT Global Information table, which displays the
following settings that apply to all NAT rule translations:

2

2
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Field Description
TCP Idle Timeout (sec) When two computers communicate via the
TCP Close Wait (sec) Internet, a TCP-based communication

TCP Def Timeout (sec)

session is created between them to control
the exchange of data packets. The TCP
session can be viewed as being in one of
three states, depending on the types of
packets being transferred: the establishing
state, where the connection is being set up,
the active state, where the connection is
being used to transfer data, and the closing
state, in which the connection is being shut
down. When a NAT rule is in effecton a TCP
session in the active state, the session will
timeout if no packets are received for the time
specified in TCP Idle Timeout. When in the
closing state, the session will timeout if no
packets are received for the time specified in
TCP Close Wait. When in the establishing
state, the session will timeout if no packets
are received for the time specified in TCP Def
Timeout.

UDP Timeout (sec) Same as TCP Idle Timeout, but for UDP-
based communication sessions.

ICMP Timeout (sec) Same as TCP Idle Timeout, but for ICMP-
based communication sessions.

GRE Timeout (sec) Same as TCP lIdle Timeout, but for GRE-
based communication sessions.

Default Nat Age (sec) For all other NAT translation sessions, the
number of seconds after which a translation
session will no longer be valid if no packets
are received.

NAPT Port Start/End When an NAPT rule is defined, the source

ports will be translated to sequential numbers
in this range.

If you change any values, click M Then click the Admin
tab and commit your changes to permanent system memory (see

page 39).

You can click

Global Stats |

to view accumulated data on

how many NAT rules have been invoked and how much data has
been translated. A page displays similar to the one shown in Figure

45.
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Figure 45. NAT Rule Global Statistics Page

The table provides basic information for each NAT rule you have set

up. You can click Clear to restart the accumulation of the

statistics at their initial values.

113



ADSL2+ Router User’s Guide

Viewing NAT Rules and Rule Statistics

To view the NAT rules currently defined on your system, select NAT
Rule Entry in the NAT Options drop-down list. The NAT Rule
Configuration page displays:

wetwork address Translation [4aT) Rule Configuration

Rule 1 [F kame Aule Flavor |Protocol Local IP From  Local IP To

233 ZI5.Z55.255 |0 Gkats

Figure 46. NAT Rule Configuration Page

The NAT Rule Configuration table displays a row containing basic
information for each rule. For a description of these fields, refer to
the instructions for adding rules (pages 117 through 126).

From the NAT Rule Configuration page, you can click grld to add
anew rule, or use the icons in the right column to delete (TT) or

view details on (&~') a rule. To view data on how often a specific

NAT rule has been used, click ﬂl in the Action(s) column. A

page displays similar to the one shown in Figure 47:

AT Rule Stotistics

4AT Rule Statistic

Rile T0:
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Figure 47. NAT Rule Statistics Page

The statistics show how many times this rule has been invoked and
how many currently active sessions are using this rule. You can

click to reset the statistics to zeros and Ml to

display newly accumulated data.

Clear
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Viewing Current NAT Translations

To view a list of NAT translations that have recently been performed
and which remain in effect (for any of the defined rules), select NAT
Translations from the NAT Options drop-down list. The NAT
Translations page displays:

NAT Translstions

PRLR R 12 Teanslatcrs =]

Rulbe 1D |Inke rface |Pratocol | Alg Type BAT Direction

ooE-0 Joe
ppp-0 uop

[===1]

Figure 48. NAT Translations Page

For each current NAT translation session, the table contains the
following fields:

Field Description

Trans Index The sequential number assigned to the IP session
used by this NAT translation session.

Rule ID The ID of the NAT rule invoked.

Interface The device interface on which the NAT rule was

invoked (from the rule definition).

Protocol The IP protocol used by the data packets that are
undergoing translations (from the rule definition)
Example: TCP, UDP, ICMP.

Alg Type The Application Level Gateway (ALG), if any, that
was used to enable this NAT translation (ALGs are
special settings that certain applications require in
order to work while NAT is enabled).

NAT Direction The direction (Inside or Outside) of the translation. A
NAT direction is assigned to each interface; the
Ethernet and USB interfaces are defined as inside,
and the WAN interfaces are defined as outside. The
NAT direction is determined by the interface on
which the rule is invoked.

Entry Age The elapsed time, in seconds, of the NAT
translation session.

You can click ' in the Action column to view additional details
about a NAT translation session:
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NAT TRANSLATION - Details

Translation Information
Translation Index: |16
Rule ID: |1
IF Name: ppp-0
Protocol: uop
ALG Type:
Transiation Direction: Outside
NAT Age: | 209
Transizted InAddress: 10.0.20.102
In Address: |192.166.14
Out Address: 192.168.1.255
In Packets:
Qut Packels :
In Ports:
Out Porls:
Translated In Porls:

Figure 49. NAT Translation — Details Page

In addition to the information displayed in the NAT Translations
table, this table displays the following for the selected current
translation sessions:

Field Description

Translated The public IP address to which the private IP

InAddress address was translated.

In Address The private IP address that was translated.

Out Address The IP address of the outside destination (web, ftp
site, etc.).

In/Out Packets The number of incoming and outgoing IP packets
that have been translated in this translation session.

In Ports The actual port number corresponding to the LAN
computer.

Out Ports The port number associated with the destination
address.

Translated In Ports ~ The port number to which the LAN computer’s
actual port number was translated.
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Adding NAT Rules

This section explains how to create rules for each NAT flavor.

You cannot edit existing NAT rules. To change a rule setup,
delete itand add a new rule with the new settings.

The NAPT rule: Translating between private and public IP
addresses

Follow these instructions to create a rule for translating the private
IP addresses on your LAN to your public IP address. This type of
rule uses the NAT flavor NAPT, which was used in your default
configuration. The NAPT flavor translates private source IP
addresses to a single public IP address. The NAPT rule also
translates the source port numbers to port numbers that are defined
on the NAT Global Configuration page (see page 111). The
introduction to NAT on page 109 describes how the NAPT rule
works.

1. Click the NAT tab, and then select NAT Rule Entry from the
NAT Options drop-down list.

The NAT Rule entry page displays, as shown on page 114.

2. Click Add ] display the NAT Rule — Add page.
From the Rule Flavor drop-down list, select NAPT.

The page redisplays with only those fields that are appropriate
for the NAPT rule flavor:
MAT Rula - Add

MAT Rule Information

Rale Flawvar: IHI“:'T E

Rue 1D

IF Name:

Local Address From: 0 [0 [0 |3
tocal Address To: |[z52 [535 [zEf [258
Glabai Adaress: |0 [ [0 |3

Figure 50. NAT Rule — Add Page (NAPT Flavor)
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10.

11.

Enter a Rule ID.

The Rule ID determines the order in which rules are invoked
(the lowest numbered rule is invoked first, and so on). If you
define two or more rules that act on the same set of IP
addresses, be sure to assign the Rule ID so that the higher
priority rules are invoked first. It is recommended that you
specify rule IDs as multiples of 5 or 10 so that, in the future, you
can insert a rule between two existing rules.

When a data packet matches a rule, the data is acted upon
according to that rule and is not subjected to higher-numbered
rules.

From the IFName drop-down list, select the interface on the
device to which this rule applies.

Typically, NAT rules are used for communication between your
LAN and the Internet. Because the device uses the WAN
interface (which may be named ppp-0, eoa-0, or ipoa-0) to
connect your LAN to your ISP, it is the usual IFName selection.

In the Local Address From field and Local Address To fields,
type the starting and ending IP addresses, respectively, of
the range of private address you use on your network that
you want to be translated.

You can specify that data from all LAN addresses should be
translated by typing O (zero) in each From field and 255 in each
To field. Or, type the same address in both fields if the rule only
applies to one computer.

In the Global Address From and Global Address To fields,
type the public IP address assigned to you by your ISP.

If you have multiple WAN interfaces, in both fields type the IP
address of the interface to which this rule applies. This rule will
not be enforced for data that arrives on other WAN interfaces.

If you have multiple WAN interfaces and want the rule to be
enforced on a range of them, type the starting and ending IP
addresses of the range.

Click Submit |

When a page displays to confirm your change, click M
to return to the NAT Configuration page.

The new rule should display in the NAT Rule Configuration
table.

Ensure that the Enable radio button is selected, and then
click _Submit |
A page displays to confirm your changes.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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The RDR rule: Allowing external access to a LAN computer

You can create an RDR rule to make a computer on your LAN,
such as a Web or FTP server, available to Internet users without
having to obtain a public IP address for that computer. The
computer’s private IP address is translated to your public IP
address in all incoming and outgoing data packets.

Without an RDR rule (or Bimap rule described on page 125), the
ADSL 2+ Router blocks attempts by external computers to access
your LAN computers.

The following example illustrates using the RDR rule to provide
external access to your web server:

Your ADSL/Ethernet router receives a packet containing a
request for access to your Web server. The packet header
contains the public address for your LAN as the destination IP
address, and a destination port number of 80. Because you
have set up an RDR rule for incoming packets with destination
port 80, the device recognizes the data as a request for Web
server access. The device changes the packet's destination
address to the private IP address of your Web server and
forwards the data packetto it.

Your Web server sends data packets in response. Before the
ADSL/Ethernet router forwards them on to the Internet, it
changes the source IP address in the data packets from the
Web server's private address to your LAN's public address. To
an external Internet user then, it appears as if your Web server
uses your public IP address.

Figure 51 shows the fields used to establish an RDR rule:

NAT Rule - Add

NAT Rule Information

Rule Flavor: ROR

Rufe ID:

IF Name:

Protocol:

tocal Address From:

tocal Address To:

Global Address From:

Global Address To:

Destination Port From: |.°.ny other port ;' |U

Destination Port To: |Any ather port = | |55535

Ltocal Port: |.n.ny ather port = | IU

suomic [l cancer [l vieio|

Figure 51. NAT Rule — Add Page (RDR Flavor)
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Follow these instructions to add an RDR rule (see steps 1-4 under
"The NAPT rule” on page 117 for specific instructions
corresponding to steps 1 and 2 below):

1.

Display the NAT Rule — Add Page, select RDR as the Rule
Flavor, if necessary, and enter a Rule ID.

Select the interface on which this rule will be effective.
Select a protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication
will be subject to this translation rule. You can select ANY if the
rule applies to all data. Or, select TCP, UDP, ICMP, or a
number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

In the Local Address From and Local Address To fields, type
the same private IP address, or the lowest and highest
addresses in a range:

N If you type the same IP address in both fields, incoming
traffic that matches the criteria you specify in steps 5 and 6
will be redirected to that IP address.

N If you type a range of addresses, incoming traffic will be
redirected to any available computer in that range. This
option would typically be used for load balancing, whereby
traffic is distributed among several redundant servers to
help ensure efficient network performance.

These addresses should correspond to private addresses
already in use on your network (either assigned statically to
your PCs or assigned dynamically using DHCP, as discussed
in “Quick Start Part 2— Configuring Your Computers”).

In the Global Address From and Global Address To fields,
type the public IP address assigned to you by your ISP.

If you have multiple WAN (PPP) interfaces, note that this rule
will not be enforced for data that arrives on WAN interfaces not
specified here.

If you have multiple WAN interfaces and want the rule to be
enforced on more than one of them (or all), enter a range of IP
addresses that includes them.

From the Destination Port From and Destination Port To
drop-down lists, select the port type of the computer you are
making publicly available, or leave them setto Any other
port.

If you want to specify a port type that is not available in the
drop-down lists, you can instead type the port ID number in text
boxes to the right. You can specify a range using the From/To
fields if you want the rule to apply to a range of port types, or
enter the same port number in both fields.

If you leave the selection set to Any other port, then incoming
data will not be checked for the destination port type.
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A port ID identifies the specific function of the computer
connected to it, and therefore can limit the types of data that
pass to and from the computer. For example, Web (HTTP)
servers are usually identified by port number 80; packets
containing traffic destined for a Web server will contain this port
ID. The Internet Assigned Numbers Authority (JANA) assigns
port numbers for common types of servers and functions.

If the LAN computer that you are making publicly available is
configured to use a non-standard port number for the type of
traffic it receives, type the non-standard port number in the
Local Port field.

This option translates the standard port number in packets
destined for your LAN computer to the non-standard number
you specify. For example, if your Web server uses (non-
standard) port 2000, but you expect incoming data packets to
refer to (standard) port 80, you would enter 2000 here (and
select HTTP or type 80 in the Destination Port fields). The
headers of incoming packets destined for port 80 will be
modified to refer to port 2000. The packet will then be routed
appropriately to the web server.

Follow steps 8-11 under "The NAPT rule"” on page 117 to
submit your changes.
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The Basic rule: Performing 1:1 translations

The Basic flavor translates the private (LAN-side) IP address to a
public (WAN-side) address, like NAPT rules. However, unlike NAPT
rules, Basic rules do not also translate the port numbers in the
packet header; they are passed through untranslated. Therefore,
the Basic rule does not provide the same level of security as the
NAPT rule.

Figure 52 shows the fields used for adding a Basic rule.

MNAT Fule - Add

HAT Rule Information

Rule Flavar:

fule I0:

IF Mamer

Profocodt

Local Address fromr

Lowal Address Tor

Global Address Fraom:

Global Address Tar

suomic [ concer [ ei

Figure 52. NAT Rule — Add Page (Basic Flavor)

Follow these instructions to add a Basic rule (see steps 1-4 under
"The NAPT rule” on page 117 for specific instructions
corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BASIC as the Rule
Flavor, and enter a Rule ID.

2. Select the interface on which this rule will be effective.
Select a protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication
will be subject to this translation rule. You can select ALL if the
rule applies to all data. Or, select TCP, UDP, ICMP, or a
number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

4. Inthe Local Address From and Local Address To fields, type
the starting and ending IP addresses that identify the range
of private address you want to be translated. Or, type the
same address in both fields.

If you specify a range, each address will be translated in
sequence to a corresponding address in a range of global
addresses (which you specify in step 5).

You can create a Basic rule for each specific address
translation to occur. The range of addresses should correspond
to private addresses already in use on your network, whether
assigned statically to your PCs, or assigned dynamically using
DHCP.
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5. Inthe Global Address From and Global Address To fields,
type the starting and ending addresses that identify the pool
of public IP addresses that the private addresses should be
translated to. Or, type the same address in both fields (if you
also specified a single address in step 4).

6. Follow steps 8-11 under "The NAPT rule" on page 117 to
submit your changes.

The Filter rule: Configuring a Basic rule with additional criteria

Like the Basic flavor, the Filter flavor translates public and private IP
addresses on a one-to-one basis. The Filter flavor extends the
capability of the Basic rule. Refer to “The Basic Rule” on page 122
for a general description.

You can use the Filter rule if you want an address translation to
occur only when your LAN computers initiate access to specific
destinations. The destinations can be identified by their IP
addresses, port type (which identifies it as a FTP or Web server, for
example), or both.

Figure 53 shows the fields used to establish a Filter rule.
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Figure 53. NAT Rule¥: Add Page (Filter Flavor)

Follow these instructions to add a Filter rule (see steps 1-4 under
"The NAPT rule" on page 117 for specific instructions
corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select FILTER as the
Rule Flavor, and enter a Rule ID.

2. Select the interface on which this rule will be effective.
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Select a protocol to which this rule applies, or choose ANY.

This selection specifies which type of Internet communication
will be subject to this translation rule. You can select ANY if the
rule applies to all data. Or, select TCP, UDP, ICMP, or a
number from 1-255 that represents the Internet Assigned
Numbers Authority (IANA)-specified protocol number.

In the Local Address From and Local Address To fields, type
the starting and ending IP addresses that identify the range
of private address you want to be translated. Or, type the
same address in both fields.

If you specify a range, each address will be translated in
sequence to a corresponding address in a range of global
addresses (which you specify in step 5).

The address (or range of addresses) should correspond to
private address (or addresses) already in use on your network.
These may be assigned statically to your PCs or dynamically
using DHCP, as discussed in the Quick Start chapter.

In the Global Address From and Global Address To fields,
type the starting and ending address that identify the range
of public IP addresses to translate your private addresses to.
Or, type the same address in both fields (if you also
specified a single address in step 4).

In the Destination Address From/To fields, specify a
destination address (or range) if you want this rule to apply
only to outbound traffic to the address (or range).

If you enter only the network ID portion of the destination
address, then the rule will apply to outbound traffic from all
computers on network.

From the Destination Port From/To drop-down lists, select a
port type if you want the rule to apply only to outbound traffic
to servers of this type. Otherwise, leave them set to Any
other port.

If you want to specify a port type that is not available in the
drop-down lists, you can instead type the port ID number in the
text boxes to the right. You can specify a range using the
From/To fields if you want the rule to apply to a range of port
types, or enter the same port number in both fields.

If you leave the selection set to Any other port, then outbound
data will not be checked for the destination port type.

See step 6 for creating an RDR rule on page 120 for an
explanation of port IDs.

Follow steps 8-11 under "The NAPT rule"” on page 117 to
submit your changes.
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The Bimap rule: Performing two-way translations

Unlike the other NAT flavors, the Bimap flavor performs address
translations in both the outgoing and incoming directions.

In the incoming direction, when the specified ADSL2+ Router
interface receives a packet with your public IP address as the
destination address, this address is translated to the private IP
address of a computer on your LAN. To the external computer, it
appears as if the access is being made to the public IP address,
when, in fact, it is communicating with a LAN computer.

In the outgoing direction, the private source IP address in a data
packet is translated to the LAN’s public IP address. To the rest of
the Internet, it appears as if the data packet originated from the
public IP address.

Bimap rules can be used to provide external access to a LAN
device. They do not provide the same level of security as RDR rules,
because RDR rules also reroute incoming packets based on the
port ID. Bimap rules do not account for the port number, and
therefore allow external access regardless of the destination port
type specified in the incoming packet.

Figure 54 shows the fields used to establish a Bimap rule.

AT Rule - Add

HAT Rule Information
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Figure 54. NAT Rule — Add Page (Bimap Flavor)

Follow these instructions to add a Bimap rule (see steps 1-4 under
"The NAPT rule” on page 117 for specific instructions
corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select BIMAP as the
Rule Flavor, and enter a Rule ID.

2. Select the interface on which this rule will be effective.

3. Inthe Local Address field, type the private IP address of the
computer to which you are granting external access.

4. Inthe Global Address field, type the address that you want
to serve as the publicly known address for the LAN computer.

5. Follow steps 8-11 under "The NAPT rule” on page 117 to
submit your changes.

125



ADSL2+ Router User’s Guide

The Pass rule: Allowing specific addresses to pass through
untranslated

You can create a Pass rule to allow a range of IP addresses to
remain untranslated when another rule would otherwise do so.
NAT Rule - Add

NAT Rule Information
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Figure 55. NAT Rule — Add Page (Pass Flavor)

The Pass rule must be assigned a rule ID that is a lower number
than the ID assigned to the rule it is intended to pass. In you want a
specific IP address or range of addresses to not be subject to an
existing rule, say rule number 5, then you can create a Pass rule
with an ID number from 1 to 4.

Follow these instructions to add a Pass rule (see steps 1-4 under
"The NAPT rule” on page 117 for detailed instructions
corresponding to steps 1 and 2 below):

1. Display the NAT Rule — Add Page, select PASS as the Rule

Flavor, and enter a Rule ID.
2. Select the interface on which this rule will be effective.

In the Local Address From and Local Address To fields, type
the lowest and highest IP addresses that define the range of
private address you want to be passed without translation.

If you want the Pass rule to act on only one address, type that
address in both fields.

Follow steps 7-12 under "The NAPT rule"” on page 117 to
submit your changes.

126



13 Configuring Firewall Settings

Configuration Manager provides built-in firewall functions, enabling
you to protect the system against denial of service (DoS) attacks
and other unwelcome or malicious accesses to your LAN. You can
also specify how to monitor attempted attacks, and who should be
automatically notified.

Configuring Global Firewalll Settings

Follow these instructions to configure global firewall settings:

1. Log into Configuration Manager, click the Services tab, and
then click Firewall in the task bar.

The Firewall Configuration page displays:

FireWall Configuration
This Page is used to view Firewall Configuration.
Firewall Global Configuration

¢~ Enable
(& Disable

Blacklist Status:

Blacklist Period{min): i}

{~ Enable

Atack Protection: & Disable

{~ Enable

Dos Protection: (= Disable

Max Half open TCP Conn.:

Max ICMP Conn.:

Max Single Host Conn.:

Log Pestination:

E-Mail ID of Admin I:

E-Mail ID of Admin 2:

E-Mail ID of Admin 3:

suomic [l concel [l olack vist [l reirosh [l oo

Figure 56. Firewall Configuration Page
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2. Configure the following settings as needed:

Field

Description

Black List Status

If you want the device to maintain a blackiist,
click the Enable radio button. Click the Disable
radio button if you do not want to maintain a list.
For more information, see “Managing the
Blacklist’ on page 130.

Black List
Period(min)

Specffies the number of minutes that a
computer's IP address will remain on the blacklist
(i.e., all traffic originating from that computer will
be blocked from passing through any interface
on the ADSL/Ethernet router).

Attack Protection

Click the Enable radio button to use the built-in
firewall protections that prevent the following
common types of attacks:

0 IP Spoofing: Sending packets over the WAN
interface using an interal LAN IP address
as the source address.

o Tear Drop: Sending packets that contain
overlapping fragments.

o Smurfand Fraggle: Sending packets that
use the WAN or LAN IP broadcast address
as the source address.

o Land Attack: Sending packets that use the
same address as the source and destination
address.

0 Ping of Death: llegal IP packet length.

DoS Protection

Click the Enable radio button to use the following
denial of senvice protections:

0 SYNDoS
o ICMP DoS
0 Per-host DoS protection

Max Half open
TCP Connection

Sets the percentage of concurrent IP sessions
that can be in the half-open state. In ordinary
TCP communication, packets are in the half-
open state only briefly as a connection is being
initiated; the state changes to active when
packets are being exchanged, or closed when
the exchange is complete. TCP connections in
the half-open state can use up the available IP
sessions.

If the percentage is exceeded, then the half-open
sessions will be closed and replaced with new
sessions as they are initiated.

Max ICMP
Connection

Sets the percentage of concurrent IP sessions
that can be used for ICMP messages.

If the percentage is exceeded, then older ICMP
IP sessions will be replaced by new sessions as
the are initiated.

Max Single Host
Connection

Sets the percentage of concurrent IP session
that can originate from a single computer. This
percentage should take into account the number
of hosts on the LAN.
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3.
4.

Field Description

Log Destination Specifies how attempted violations of the firewall
settings will be tracked. Records of such events
can be sent via Ethernet to be handled by a
system utility (Trace) or can e-mailed to specified

administrators.
E-mail ID of Specifies the e-mail addresses of the
Admin 1/2/3 administrators who should receive notices of any

attempted firewall violations. Type the addresses
in standard internet e-mail address format, e.g.,

jxsmith@onecompany.com.

The e-mail message will contain the time of the
violation, the source address of the computer
responsible for the violation, the destination IP
address, the protocol being used, the source and
destination ports, and the number violations
occurring the previous 30 minutes. If the ICMP
protocol is being used, then instead of the source
and destination ports, the e-mail will report the

ICMP code and type.

Click Submit |

If you want the changes to be permanent, follow the

instructions on page 39 to commit them.
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Managing the Blacklist

If data packets are received that violate the firewall settings or any
of the IP filter rules, then the source IP address of the offending
packets can be blocked from such accesses for a specified period
of time. You can enable or disable use of the black list using the
settings described above. The source computer remains on the
black list for the period of time that you specify.

To view the list of currently blacklisted computers, click

Black List |t the bottom of the Firewall Configuration page.
The Firewall Blacklisted Hosts page displays:

Firewall Blacklisted Hosks

Host IF Address Reason |IPF Rule ID Aclonis)

Mo B acs _ sted -astl

s [N meirest |8 nety

Figure 57. Firewall Blacklisted Hosts Page

The table displays the following information for each entry:

Field Description

HostIP Address  The IP address of the computer that sent the
packet(s) that caused the violation

Reason A short description of the type of violation. If the
packet violated an IP fitter rule, the custom text from
the Log Tag field will display. (See “Creating IP Fiter
Rules” on page 134.)

IPF Rule ID If the packet violated an IP fiter rule, this field will
display the ID assigned to the rule.

Action(s) Displays an icon (I) you can click on to delete the
entry from the list, if you want it to be removed prior to
its automatic timed expiration.
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14 Configuring Filters and Blocking Protocols

This chapter describes Configuration Manager features that enable
you to control the data passing through your network:

N The IP filter feature enables you to create rules to block
attempts by certain computers on your LAN to access
certain types of data or Internet locations. You can also
block incoming access to computers on your LAN.
Although IP filter rules provide a very flexible and powerful
tool to enhance network security and control user activity,
they can also be complex and generally require an
advanced understanding of IP protocols.

N The bridge filter feature is similar to the IP filter feature but
operates at a lower protocol level. While IP filter rules act
on IP data packets (known as “layer 3” data), bridge filter
rules act on Ethernet and similar packets (often referred to
as “layer 2” or “MAC layer” data).

N The blocked protocols feature enables you to select from
a predefined list the protocol that you want to block. All data
passed to the ADSL/Ethernet router using a blocked
protocol will be discarded, without consideration of the
source computer, destination computer, or the device
interface on which it was received.
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Configuring IP Filters

When you define an IP fiter rule and enable the feature, you instruct
the ADSL2+ Router to examine each data packet it receives to
determine whether it meets criteria set forth in the rule. The criteria
can include the size of the packet, the network or internet protocol it
carries, the direction in which it is traveling (for example, from the
LAN to the Internet or vice versa), the IP address of the sending
computer, the destination IP address, and other characteristics of
the packet data.

If the packet matches the criteria established in a rule, the packet
can either be accepted (forwarded towards its destination), or
denied (discarded), depending on the action specified in the rule.

Viewing Your IP Filter Configuration

To view your current IP filter configuration, log into Configuration
Manager, click the Services tab, and then click IP Filter in the task
bar. The IP Filter Confirmation page displays:
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Figure 58. IP Filter Confirmation Page

The IP Filter Configuration page displays global settings that you
can modify and the IP filter rule table, which shows all currently
established rules. See “Creating IP Filter Rules” on page 134 for a
description of the items that make up a rule. When rules are defined,

you can use the icons that display in the Actions column to edit (&),
delete (), and view details on (,2) the corresponding rule.
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Configuring IP Filter Global Settings

The IP Filter Configuration page enables you to configure the
following global IP filter settings.

N Security Level: This setting determines which IP filter rules
take effect, based on the security level specified in each
rule. For example, when High is selected, only those rules
that are assigned a security value of High will be in effect.
The same is true for the Medium and Low settings. When
None is selected, IP filtering is disabled.

N Private/Public/DMZ Default Action: This setting specifies
a default action to be taken (Accept or Deny) on private,
public, or DMZ-type device interfaces when they receive
packets that do not match any of the filtering rules. You can
specify a different default action for each interface type.
(You specify an interface's type when you create the
interface; see the PPP configuration page, for example.)

0 A public interface typically connects to the Internet.
PPP, E0A, and IPoA interfaces are typically public.
Packets received on a public interface are subject to
the most restrictive set of firewall protections defined in
the software. Typically, the global setting for public
interfaces is Deny, so that all accesses to your LAN
initiated from external computers are denied (discarded
at the public interface), except for those allowed by a
specific IP filter rule.

0 A private interface connects to your LAN, such as the
Ethernet interface. Packets received on a private
interface are subject to a less restrictive set of
protections, because they originate within the network.
Typically, the global setting for private interfaces is
Accept, so that LAN computers have access to the
ADSL/Ethernet routers' Internet connection.

0 The term DMZ (de-militarized zone), in Internet
networking terms, refers to computers that are
available for both public and in-network accesses
(such as a company's public Web server). Packets
received on a DMZ interface — whether from a LAN or
external source—are subject to a set of protections that
is in between public and private interfaces in terms of
restrictiveness. The global setting for DMZ-type
interfaces may be set to Deny so that all attempts to
access these servers are denied by default; the
administrator may then configure IP filter rules to allow
accesses of certain types.
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Creating IP Filter Rules

To create an IP filter rule, you set various criteria that must be met
in order for the rule to be invoked. Use these instructions to add a
new IP filter rule. Also refer to the examples on page 139:

1. Onthe IP Filter Configuration page, click A_ddl.
The IP Filter Rule - Add page displays:
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2. Enter or select data for each field that applies to your rule.
The following table describes the fields:

Field

Description

Rule ID

Each rule must be assigned a sequential ID
number. Rules are processed from lowest to
highest on each data packet, until a match is
found. It is recommended that you assign
rule IDs in multiples of 5 or 10 (e.g., 10, 20,
30) so that you leave enough room between
them for inserting new rules if necessary.

Action

The action that will be taken when a packet
matches the rule criteria. The action can be
Accept (forward to destination) or Deny
(discard the packet).

Direction

Specifies whether the rule should apply to
data packets that are incoming or outgoing
on the selected interface.

Incoming refers to packets coming from the
LAN, and outgoing refers to packets going to
the Internet.

You can use rules that specify the incoming
direction to restrict external computers from
accessing your LAN.

Interface

The interface on the ADSL2+ Router on
which the rule will take effect. See the
examples on page 139 for suggestions on
choosing the appropriate interface for various
rule types.

In Interface

The interface from which packets must have
been forwarded to the interface specified in
the previous selection. This option is valid
only for the outgoing direction.

Log Option

When Enabled is selected, a log entry will be
created on the system each time this rule is
invoked. The log entry willinclude the time of
the violation, the source address of the
computer responsible for the violation, the
destination IP address, the protocol being
used, the source and destination ports, and
the number violations occurring in the
previous x minutes. (Logging may be helpful
when troubleshooting.) This information can
also be e-mailed to designated
administrators. See Chapter 13, “Configuring
Firewall Settings” for instructions.

Security Level

The security level that must be enabled
globally for this rule to take affect. A rule will
be active only if its security level is the same
as the globally configured setting (shown on
the main IP Filter Configuration page). For
example, if the rule is set to Medium and the
global firewall level is set to Medium, then the
rule will be active; but if the global firewall
levelis set to High or Low, then the rule will
be inactive.
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Field

Description

Black List Status

Specifies whether or not a violation of this
rule will result in the offending computer's IP
address being added to the blacklist, which
blocks the ADSL/Ethernet router from
forwarding packets from that source for a
specified period of time. See Chapter 13,
“Configuring Firewall Settings” for
instructions.

Log Tag

A description of up to 16 characters to be
recorded in the log in the event that a packet
violates this rule. Be sure to set the Log
Option to Enable if you configure a Log Tag.

Start/End Time

The time range during which this rule is to be
in effect, specified in military units.

Src IP Address/Dest
IP Address

IP address criteria for the source computer(s)
(from which the packet originates) and the
destination computer. In the drop-down list,
you can configure the rule to be invoked on
packets containing:

any: any source IP address.

It: any source IP address that is numerically
less than the specified address.

Iteq: any source IP address that is
numerically less than or equal to the specified
address.

gt: any source IP address that is numerically
greater than the specified address.

eq: any source IP address that is numerically
equal to the specified address.

neq: any source IP address that is not equal
to the specified address.

range: any source IP address that is within
the specified range, including its endpoints.
out of range: any source IP address that is
outside the specified range.

self: the IP address of the ADSL/Ethernet
router interface on which this rule takes
effect.

bcast: (destination address only) Specifies
that the rule will be invoked for any packets
sent to the broadcast address for the
receiving interface. (The broadcast address is
used to send packets to all hosts on the LAN
or subnet connected to the specified
interface.) When you select this option, you
do not need to specify the address, so the
address fields are dimmed.
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Field

Description

Protocol

The basic IP protocol criteria that must be
met for rule to be invoked. Using the options
in the drop-down list, you can specify that
packets must contain the selected protocol
(eq), that they must not contain the specified
protocol (neq), or that the rule can be invoked
regardless of the protocol (any). TCP, UDP,
and ICMP are common IP protocols; others
can be identified by number from 0-255, as
defined by the Internet Assigned Numbers
Authority (JANA).

Apply Stateful
Inspection

When this option is enabled, packets are
monitored for their state (i.e., whether a
packet is the initiating packet or a subsequent
packetin an ongoing communication, etc).
This option provides a degree of security by
blocking/dropping packets that are not
received in the anticipated state. Such
packets can signify an unwelcome attempt to
gain access to a network.

Source/Destination
Port

Port number criteria for the source
computer(s) (from which the packet
originates) and destination computer(s).
Port numbers identify the type of traffic that
the computer or server can handle and are
specified by the Internet Assigned Numbers
Authority (JANA). For example, port number
80 indicates a Web senver, 21 indicates an
FTP sener.

You can choose a port type by name from
the drop-down lists or, if not available in the
list, specify the IANA port number in the text
boxes. Select Any other port if this criteria will
not be used.

These fields will be dimmed (unavailable for
entry) unless you have selected TCP or UDP
as the protocol.

See the description of Src IP Address for the
statement options (any, eq, gt, etc.)

TCP Flag

Specifies whether the rule should apply only
to TCP packets that contain the synchronous
(SYN) flag, only to those that contain the non-
synchronous (NOT-SYN) flag, orto all TCP
packets. This field will be dimmed
(unavailable for entry) unless you selected
TCP as the protocol.

ICMP Type

Specifies whether the value in the type field
in ICMP packet headers will be used as
criteria. The code value can be any decimal
value from 0-255. You can specify that the
value must equal (eq) or not equal (neq) the
specified value, or you can select any to
enable the rule to be invoked on all ICMP
packets. This field will be dimmed
(unavailable for entry) unless you specify
ICMP as the protocol.
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Field

Description

ICMP Code

Specifies whether the value in the code field
in ICMP packet headers will be used as
criteria. The code value can be any decimal
value from 0-255. You can specify that the
value must equal (eq) or not equal (neq) the
specified value, or you can select any to
enable the rule to be invoked on all ICMP
packets. This field will be dimmed
(unavailable for entry) unless you specify
ICMP as the protocol.

IP Frag Pkt

Determines how the rule applies to IP

packets that contain fragments. You can

choose from the following options:

0 Yes: The rule wil be applied only to
packets that contain fragments.

0 No: The rule wil be applied only to
packets that do not contain fragments.

o Ignore: (Default) The rule will be applied
to packets whether or not they contain
fragments, assuming that they match the
other criteria.

IP Option Pkt

Determines whether the rule should apply to
IP packets that have options specified in their
packet headers.

O Yes: The rule will be applied only to
packets that contain header options.

0 No: The rule will be applied only to
packets that do not contain header
options.

o Ignore: (Default) The rule will be applied
to packets whether or not they contain
header options, assuming that they
match the other criteria.

Packet Size

Specffies that the IP filter rule will take affect
only on packets whose size in bytes matches
this criterion. (It = less than, gt = greater than,
lteq = less than or equal to, etc.)

TOD Rule Status

The Time of Day Rule Status determines

how the Start Time/End Time settings are

used.

o Enable: (Default) The rule is in effect for
the specified time period.

o Disable: The rule is not in effect for the
specified time period, but is effective at
all other times.

138



3. When you are done selecting criteria, ensure that the Enable

radio button is selected at the top of the page, and then click
Submit |

After a confirmation page displays, the IP Filter Configuration
page will redisplay with the new rule showing in the table.

If the security level of the rule matches the globally configured
setting, a green ball displays in the Status column for that rule,
indicating that the rule is now in effect. A red ball displays when
the rule is disabled or if its security level is different from the
globally configured level.

Ensure that the Security Level and Private/Public/DMZ
Default Action settings on the IP Filter Configuration page
are configured as needed, then click Ml.
A page displays to confirm your changes.

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

IP filter rule examples

Example 1. Blocking a specific computer on your LAN from
accessing Web servers on the Internet:

1.

8.
9.

Add a new rule for outgoing packets on the ppp-0 interface
from anyincoming interface (this would include the eth-0 and
usb-0 interfaces, for example).

Specify the source IP address of the computer you want to
block.

Specify the Protocol as TCP and enable the Store State
setting.

Specify the destination port as 80, which is the well-known
port number for web servers.

Enable the rule by clicking the radio button at the top of the
page.

Click Ml to create the rule.

On the IP Filter Configuration page, set the Security Level to
the same level you chose for the rule, and set both the
Private Default Action and the Public Default Action to
Accept.

Click __Submit |

and commit your changes.

With this configuration, the specified computer will not be able to
access the Web, but will be able to access FTP Internet sites (and
any others that use destination port numbers other than 80).

139



ADSL2+ Router User’s Guide

Example 2. Blocking Telnet accesses to the ADSL2+ Router:
1. Add a new rule for packets incoming on the ppp-0 interface.

2. Specify that the packet must contain the TCP protocol, and
must be destined for port 23, the well-known port number
used for the Telnet protocol.

3. Enable the rule by clicking the radio button at the top of the
page.

4. Click Mlto create the rule, and commit your
changes.

Viewing IP Filter Statistics

For each rule, you can view statistics on how many packets were
accepted or denied. Display the IP Filter Configuration page, and

then click ﬂl in the row corresponding to the rule. The IP
Filter Rule — Statistics page displays:
IP Filter Rule - Statistics

IP Filter Rule Statistic

Rule ID: 10

Number of Packets Maching this Rule: 0 Packets

Figure 60. IP Filter Rule — Statistics Page

You can click ﬂl to reset the count to zero and —Refresh |

to display newly accumulated data.
Managing Current IP Filter Sessions

When two computers communicate using the IP protocol, an IP
session is created for the duration of the communication. The
ADSL2+ Router allows a fixed number of concurrent IP sessions.
You can view information about each current IP session and delete
sessions (for security reasons, for example).

To view all current IP sessions, display the IP Filters Configuration

Session

page, and then click . The IP Filter Sessions displays:
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Figure 61. IP Filter Sessions Page

The IP Filter Sessio
current IP session:

n table displays the following fields for each

Field

Description

Session Index

The ID assigned by the system to the IP session (all
sessions, whether or not they are affected by an IP
fitter rule, are assigned a session index)

Time to expire

The number of seconds in which the connection will
automatically expire

Protocol The underlying IP protocol used on the connection,
such as TCP, UDP, IGMP, etc.)

I/F The interface on which the IP filter rule is effective

IP Address The IP addresses involved in the communication. The
first one shown is the initiator of the communication.

Port The hardware addresses of the ports involved in the

communication

In/Out Rule Index

The number of the IP filter rule that applies to this
session (assigned when the rule was created)

In/Out Action The action (accept, deny, or unknown), being taken
on data coming into or going out from the interface.
This action is specified in the rule definition.

Actions Provides an icon you can click on ('ﬁ') to delete the IP

session. When you delete a session, the
communication is discontinued.

You can click ﬂl to display newly accumulated data.
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Configuring Bridge Filters

Bridge filter rules can be created to control the forwarding of
incoming and outgoing data between your LAN and the Internet and
within your LAN. Bridge filter rules make decisions based on the
structure of the "layer 2" data packets (e.g., Ethernet packets) sent
or received on the device interfaces, unlike IP filter rules, which are
based on the structure of "layer 3" (e.g., IP) packets.

Bridge filtering is also referred to as raw filtering.

When the bridge filtering feature is enabled, the bridge/router
examines each incoming layer 2 packet and compares itto the
bridge filter rules. The bridge filter rules specify which bits of the
packet are to be examined, and what criteria those bits must meet
in order to qualify as a match for the rule.

When a packet matches a rule, it can either be accepted (forwarded
towards its destination), or denied (discarded), depending on the
action specified in the rule.

Bridge filters can be used when the unitis configured in either
bridge or router mode.

Configuring Global Bridge Filter Settings

To display the Bridge Filter Configuration page, click the Services
tab, and then click Bridge Filter in the task bar.

Bridge Filter Configu-ation

Rule | Subrule N q q Oper. actian
i i 1IFF InLfF Dirackion Fule Acticn Lop Optian . =1
1= -reas - B Le-v * ] Stats
0 Z belzs b mizch 0=FFF= skofees 22 bebe: fromLick -esd=rles zebazen 3
ZxzmE
1z reaz | By on Cev | = ] Staks
0 % balzs with mzsh 0=FFF= =tofses 27 babes from -k -ezd=rles cebuzen 22283 ac [+ ]
ZxzmE
17 r-as | - o Ce-y | Tiszhiz ™ ] Stats
L 4 beizs o tf mzsh 0=FFF=75 o0 Dzt 12 bunzs o= 22 Hzacer izs cesaee [+ ]
Z=I0IT0700 =nz CxIFFFRTES
________w\________
E CHZ | ] ZaHzme | ™ ] Stats
0 Z belzs b mizch 0=FFF= skoffees 02 bebe: fromLick -esd=rles cebazen Te3837 ac [
ZzzmE

suomie I cancer J scc QN st Jl rereesn S i |

Figure 62. Bridge Filter Configuration Page

The Bridge Filter Configuration page displays a table for viewing,
adding, and managing rules, and enables you to configure global
bridge filter settings. For descriptions of the items in the table, see
“Adding Bridge Filter Rules on page 143”.

You can also configure the following global settings on this page:
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Field

Description

Enable/Disable

You can click the Enable and Disable radio buttons to
activate/deactivate the service. Although each rule
can be independently enabled and disabled, no rules
will be effective unless the Enable radio button is
selected here.

Default Action

Your selection in the Default Action drop-down list
determines the action to be taken on all packets that
do not match a bridge filter rule. The available options
are:

0 Accept: Al packets are accepted on all
interfaces — except those specifically denied by
a bridge filter rule. (Packets may still be denied
due to firewall or IP filter restrictions.)

o Deny: All packets are denied on all interfaces —
except those specifically accepted by a bridge
fitter rule.

Do not select CallMgt option — it is for manufacturer

use only.

Adding Bridge Filter Rules
Adding and enabling a new bridge filter rule is a multi-step process:

N First, you add the rule, which defines general information
such as the rule number, the direction of traffic it applies to,
and the action to be taken when a match is detected.

N Nex, you add one or more subrules, which specify the

specific criteria that the bits in the packet must meet. A
packet must match the rule criteria and all criteria in its
subrules in order for the rule action to taken.

N Finally, you enable the rule and any subrules that you want

to be in effect, and then enable the bridge filtering service.

Follow this process to add a rule, then proceed to the next set of
steps to add subrules:

1. Onthe main Bridge Filter page, click A_ddl to display the
Bridge Filter Rule - Add page:

Eridge Fiker Rule - Add

* Fradde o Disatde

tem Rule Information

—

Taterfooe:

& Irxrirg
& Dakgeirg

I Fatenfmoe:

ot [l covcet [ e

Figure 63. Bridge Filter Rule — Add Page

143

Dowp Opaian:




ADSL2+ Router User’s Guide

2. Enter or select data for each field that applies to your rule,
defined as follows:

Field Description

Rule ID Each rule must be assigned an ID number. Rules are
processed from lowest to highest on each data
packet, until a match is found. Rule numbers up to 99
are reserved for preconfigured system rules. Rule IDs
must start at 1000 or above so that they do not
interfere with system-defined rules. Itis also
recommended that you assign rule IDs in multiples of
50r10 (e.g., 1000, 1010, 1020) so that you leave
enough room between them for inserting new rules if

necessary.
Interface The interface on which the rule will take effect.
Direction Specifies whether the rule should apply to packets

that are incoming or outgoing on the selected
interface. Incoming refers to packets coming in to the
LAN on the interface, and Outgoing refers to packets
going out from the LAN. You can use rules that
specify the incoming direction to restrict external
computers from accessing your LAN.

In Interface The interface from which packets must be forwarded
in order for this rule to be invoked. For example, if the
Interface criteria is set to ppp-0, then the In Interface
could be setto usb-0. This specifies that the rule
applies only to packets passed from the USB
computer through the router's PPP interface. This
option is valid only for rules defined for the outgoing
direction.

Action Specifies what the rule will do to a packet when the
packet matches the rule criteria. The action can be
Accept (forward to destination) or Deny (discard the
packet). Do not select the CalMgt option.

Log Option When Enabled is selected, a log entry will be created
on the system each time this rule is invoked. Logging
may be helpful when troubleshooting. You can also
disable logging, log only packets that match rules, or
log only packets that do not match rules. This
information can be e-mailed to designated
administrators. See “Configuring Firewall Settings” on
page 127 for instructions.

3. When you are finished, you can enable the rule by clicking

the Enable radio button at the top of the Bridge Filter Rule -
Add page.
Note, however, that a newly created rule, even when enabled,
will not have any effect on traffic until at least one subrule has
been added and enabled. You can leave the rule disabled for
now (the default) and enable it after configuring subrules.

4. Click M and then click M on the confirmation
page.

The Bridge Filter Configuration page displays with the new rule
at the bottom of the table.
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Now, you can add subrules to specify criteria for the rule:

5. On the Bridge Filter Configuration page, click

Add Subrule |, e Action(s) column of the rule for

which you want to created a subrule.

The Bridge Filter Subrule - Add page displays:

Bridge Filter Subrule - Add

& Enable o Disable

New Subrule Information

Rule 1D: Subrule [D: I

Offset: I Offset From: ILink Header -I

Mask: 0% I Cmp. Type: eq -
Lower Value: Ox I Higher Value: 0w I

suomic B concer [ et

Figure 64. Bridge Filter Subrule — Add Page

The page displays Enable and Disable radio buttons you use to
determine whether this sub rule is in effect. A rule will be in
effect if the rule itself and at least one of its subrules is enabled.

6. Inthe New Subrule Information table, specify the criteria for
the rule, as follows:

Field Description

Subrule ID A unique ID number for this subrule. These numbers
are independent from the main rule number. The
bridge fitter processes subrules in sequential order; if
a packet fails to match the criteria of any subrule,
then the rule will not be invoked and bridge filter
processing will continue to the next rule.

Offset The number of bits into a packet, starting from a
designated location where the subrule comparison
should begin.

Offset from The location in a Layer 2 packet where the subrule
comparison should begin, taking into account any
offset bits specified in the previous setting. The
comparison can start at the beginning of:

0 alink header (i.e., the start of an Ethemet
packet)

o anlP header

o aTCP,UPD, or ICMP header

Mask The bits of the packet, specified in hexadecimal,
starting at the header and offset location, that should
be used when comparing data to this rule. A mask of
FOFF, for example, would look only at the 1st, 3rd,
and 4th bits from the starting location.
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Field Description

Cmp. Type Comparison Type - The method for comparing the
selected bits, after the mask is applied, to a reference
value (or range of values) that you specify (see the
next setting). Compared to the reference value, the
selected bits can be:

eq: equal to

neg: not equal to

It: less than

lteq: less than or equal to

gt: greater than

gteq: greater than or equal to

range: any source IP address that is within the

specified range, including its endpoints.

o any: all packets of any type will match this
subrule. This selection makes irrelevant any
other criteria in the subrule.

WARNING: The comparison type any should only

be used when all packets of any type are to be

accepted or denied. This selection, combined with a

rule type that denies matching packets, may disable

your access to the Web interface.

O O OO0 O o o

Lower The reference values, in hexadecimal, to which the
Value/Higher selected bits will be compared. If range is selected as
Value the comparison type, enter values in both fields;

otherwise enter a value only in the Lower Value field.

7. When you are finished entering criteria and are ready to
make this subrule effective, you can click the Enable radio
button at the top of the Bridge Filter Subrule - Add page and

then click submit . (You could also leave it disabled and

edit the subrule to enable it later.)
A page displays to confirm your changes.

8. Click M to return to the Bridge Filter Configuration
Page. The subrule should now display in the table beneath
the general rule it was added to.

Next, if you have not already done so, you can enable the rule, any
of its subrules, and the bridge filtering service in order to make the
rule effective.

On the Bridge Filter Configuration page, a red ball displays in the
Oper. Status column of the table for rules and subrules that are
disabled, and a green ball displays for rules that are enabled.
(When creating rules and their subrules, you may have chosen to
leave them disabled - the default.)

To make a rule active, enable the following three settings:

N The Bridge Filter service: At the top of the Bridge Filter
Configuration page, click the Enable radio button.

N The rule: On the Bridge Filter Configuration page, click
in the Actions column in the row for the rule. On the Bridge
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Filter Rule - Modify page, select the Enable radio button

and click __Submit |

N At least one subrule: On the Bridge Filter Configuration

page, you can enable a subrule by editing it. Click ¢ in the
Actions column in the row for the subrule. On the Bridge

Filter Subrule - Modify page, select the Enable radio button
and click _If\SUhmit .

If a rule is enabled but none of its subrules are enabled, then the
rule will have no effect on network traffic. A rule can be in effect,
however, when some of its subrules are disabled.

If want your changes to be permanent, be sure to commit them (see
“Committing Changes” on page 39).

Bridge Filter Rule Example

The following instructions create a rule for preventing Telnet access
to the device from a specific WAN interface:

1. Add rule #100 with the following settings:

N Interface: ppp-0
N Direction: Incoming

N Action: Accept

2. Click the Enable radio button at the top of the Bridge Filter

Rule - Add page, and then click _Submit |

3. Add subrule #1 with the following settings:

Offset=2

Offset from = TCP Header

Mask = OXOFFF

Cmp Type = eq

Lower Value = 0x0017

(The hexadecimal number 0x0017 is binary port number 23,
the well-known port number for Telnet packets.)

4. Click the Enable radio button at the top of the Bridge Filter
Submit |

20 20 20 20 2

Subrule - Add page, and then click

5. If necessary, enable the Bridge Filter Service by clicking the
Enable radio button at the top of the Bridge Filter
Configuration page.

All TCP packets incoming on the ppp-0 interface will now be
dropped.
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Editing and Deleting Rules and Subrules

In the table on the Bridge Filter Rule page, the following items
display in the Actions column for each rule and subrule:

Button

Description

&

Edits the rule or subrule. The Bridge Filter Rule - Modify or
Bridge Filter Subrule - Modify page displays. See Adding
Bridge Filter Rules for a description of the items on these
pages.

i

Deletes the rule or subrule. Before deleting a rule, you must
first delete all of its subrules. A page displays to enable you to
confirm or cancel the deletion.

The abo
the ISP;
otherwis

Ve icons do not display for rules that are preconfigured by
these rules and related statistics can be viewed but not
e accessed via the Web-based interface.

Viewing Rule Statistics

You can

N

N

On eithe

and

Refresh

view statistics for each rule and total statistics for all rules:

To view statistics for an individual rule, click ﬂl in the
corresponding Action(s) column on the Bridge Filter
Configuration page. The Bridge Filter Rule - Stats page
reports the accumulated number of packets that have been
received that match this rule.

To view the total number of packets received that

match any of the rules, click ﬂl at the bottom of the

Bridge Filter Configuration page. The Bridge - Filter Rule
Stats page, which shows the number of packets that have
been received that match any of the rules.

r page, you can click ﬂl to reset the count to zero

to display newly accumulated data.
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WARNING

Blocking Protocols

The Blocked Protocols feature enables you to prevent the
ADSL/Ethernet router from passing any data that uses a particular
protocol. Unlike the IP filter feature, you cannot specify additional
criteria for blocked protocols, such as particular users or
destinations. However, when you are certain that a particular
protocol is not needed or wanted on your network, this feature
provides a convenient way to discard such data before it is passed.

To display the Blocked Protocols page, click the Services tab, and
then click Blocked Protocols in the task bar. The Blocked
Protocols page displays:
Blocked Protocols
This page is used to Block/UnBlock the protocols running across

Protocol

PPROE

IP Multicast

RARP

AppleTalk

MetBEUIL

IPX

BPDU

ARP

IPVE Multicast

o o o i o e R e i R i i

802.1.0

Figure 65. Blocked Protocols Page

Blocking certain protocols may disrupt or disable your network

communication or Internet access. If you are unfamiliar with how
your network or Internet connection uses these protocols, contact
your ISP before disabling.

The following list describes each of the available protocols.

Protocol Description

PPoE Point-to-Point Protocol over Ethernet. Many DSL
modems use PPoE to establish and maintain a
connection with a service provider. PPoE provides a
means of logging in to the ISPs servers so that they
can authenticate you as a customer and provide you
access to the Internet. Check with your ISP before
blocking this protocol.
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Protocol

Description

IP Multicast

IP Multicast is an extension to the IP protocol. It
enables individual packets to be sentto multiple hosts
on the Internet, and is often used for handling e-mail
mailing lists and teleconferencing/videoconferencing.

RARP

Reverse Address Resolution Protocol. This IP
protocol provides a way for computers to determine
their own IP addresses when they only know their
hardware address (i.e., MAC addresses). Certain
types of computers, such as diskless workstations,
must use RARP to determine their IP address before
communicating with other network devices.

AppleTalk®

A networking protocol used in for Apple Macintosh®
networks.

NetBEUI

NetBIOS Enhanced User Interface. On many LAN
operating systems, the NetBEUI protocol provides the
method by which computers identify themselves to
and communicate with each other.

IPX

Internetwork Packet Exchange. A networking protocol
used on Novell Netware®-based LANS.

BPDU

Bridge Protocol Data Unit. BPDUs are data
messages that are exchanged across the switches
between LANs that are connected by a bridge. BPDU
packets contain information on ports, addresses,
priorities, and costs, and are exchanged across
bridges to detect and eliminate loops in a network.

ARP

Address Resolution Protocol. Computers on a LAN
use ARP to learn the hardware addresses (i.e., MAC
addresses) of other computers when they know only
their IP addresses.

IPV6 Multicast

IP Multicasting under IP Protocol version 6. See IP
Multicast above.

802.1.Q

This IEEE specification defines a protocol for virtual
LANs on Ethemet networks. A virtual LAN is a group
of PCs that function as a local area network, even
though the PCs may not be physically connected.
They are commonly used to facilitate administration of
large networks.

To block a rrotocol, click the appropriate check box, and click
Submit . After you have verified that the device continues to

function as expected, if you want the changes to be permanent,
follow the instructions on page 39 to commit them.
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Part 5

Administrative Tasks and System
Monitoring
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About Part 5

Part 5 describes tools that LAN administrator can use to monitor the
system performance and control access to the Configuration
Manager program.

Part 5 contains the following chapters:

N

2

2

2

Chapter 15, “Managing Access,” describes how to
manage user IDs and passwords for logging in to
Configuration Manager and how to enable your ISP to
configure the device remotely.

Chapter 16, “Monitoring System Status and Performing
Diagnostics,” describes how to view information on
system events and DSL line performance, how to run the
diagnostic utility to troubleshoot system problems, and how
to use the ping and traceroute utilities.

Chapter 17, “Upgrading the Software,” explains how to
upgrade the system by uploading new software files.

Chapter 18, “Modifying Port Settings,” describes how to
change the Port ID numbers associated with the embedded
Web, FTP, and Telnet servers.

Chapter 19, "Configuring Autodetect,” describes how to
configure the Autodetect service, which enables the
modem to automatically detect and configure a valid ATM
VC at startup.
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15 Managing Access to the Configuration
Program

This chapter describes how to manage access to the Configuration
Manager program, including creating user logins and passwords
and enabling or disabling external access through the WAN port.

Managing User Logins

The ADSL2+ Router is configured with a default user name and
password combination, or login, for accessing Configuration
Manager. If you want to allow other users to access the program,
you can create additional user logins and specify their privilege
levels. You can also change the password for the default login or for
any logins you create.

The default login allows the user full access to all Configuration
Manager features, including creating up to four additional user
logins. You can assign one of the following privilege levels to each
additional login:

N Root-level privieges enable users to maodify all the features
available in Configuration Manager. The default login has
root-level privileges.

N Intermediate-level privieges enable users to change their
own passwords. They can also change the PPP interface
username and password, and the ATM VC interface values.
(Note, however, that Intermediate users can change these
only on the PPP and ATM VC pages — not on the Quick
Configuration page.) These users can view—»but not create
or modify— all other system information.

N User-level privileges enable users to change their own
passwords. They can view—but not create or modify— alll
other system information.

To create additional logins or modify existing logins, follow these
instructions:

1. Log into Configuration Manager using the default user name
and password, and then click the Admin tab.

The User Configuration page displays by default:

Jser Zarfigurstion

Figure 66. User Configuration Page
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2. Click _l.qdd to display the User Config-Add page:
User Config - Add

Mew Wser Information

Liser If: |

i~ oot
Erivhlege: i Inke-mec ate
= Jdzzr

Passmord: |

Confirn Passmord: |

suomic [l cancot [ vl |

Figure 67. User Config-Add Page

3. Type the User ID and Password in the text boxes provided,
and then select the privilege level for this user, as described
on 153.

The user name can be up to 128 characters, but cannot contain
spaces or special characters.

The password can also be up to 128 characters. Be sure to
retype the password in the Confirm Password text box, exactly
as before, including lowercase and uppercase characters.

Click Submit |

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.

You cannot change or delete the default login. To delete a

subsequently created login, click T in the corresponding Action(s)
column in the table on the User Configuration page.
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Changing Login Passwords

Users of all privilege levels can modify their own password. Only
users with Root privileges can modify other users’ passwords.
Follow these instructions to change a login password.

This user ID and password are used only for logging into the
Configuration Manager; it is not the same as the PPP login you
may use to connect to your ISP (described in Chapter 5).

1. From the User Configuration page, click # next to the login
whose password you want to modify.

The User Config-Modify page displays:
User Config - Modify

User Password Modification

lser ID: root

Old Password:

MNew Password:

Confirm New:

Figure 68. User Config-Modify Page
2. Type your current password in the Old Password text box.

Type your new password in both the New Password and
Confirm New text boxes.

The password can be up to 128 ASCII characters long. When
logging in, you must type the new password in the same
uppercase and lowercase characters that you use here.

Click __Submit |

If you want the changes to be permanent, follow the
instructions on page 39 to commit them.
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Enabling Management through the WAN Port

You can enable access to Configuration Manager via the WAN port
so that the ISP can perform configuration tasks.

To enable WAN access, display the Management Control page by
clicking Management Control in the Admin tab.

Management Gontrol

iis page to control his de

Inactivity TimeOut {mins): _

Protocol | WAN Access
HTTP | I~

Figure 69. Management Control Page

The table on this page provides a check boxto enable or disable
HTTP (i.e., Web browser-based) access to the configuration
program through the WAN port. In the Inactivity TimeOut text box,
you can specify a length of time in minutes after which external
access will be blocked, assuming that there is no access during that
time.

If you want your changes to be in effect the next time you log in,
click _Submit |

If you want the changes to be permanent, follow the instructions on
page 39 to commit them.
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Configuring SNMP

The Simple Network Management Protocol (SNMP) enables a host
computer to access configuration, performance, and other system
data that resides in a database on the modem. The host computer
is called a management station and the modem is called an SNMP
agent. The data that can be accessed via SNMP is stored in a
Management Information Database (or MIB) on the modem.

When SNMP is enabled, the modem responds to SNMP requests
from the host. The host may ask to read data from the MIB or, when
its privileges allow, write data to it.

Privilege levels are defined by the SNMP communities configured
on the modem. A community is a named group of IP addresses.
These addresses identify the hosts that are permitted to act as
SNMP management stations for accessing the MIB. Each
community is defined as having either read-only or read/write
privileges.

The data stored in the MIB includes the standard items defined for

the SNMP protocol and custom items defined by the ISP. The MIB

contents are preconfigured by the ISP and cannot be managed via
the Web-based interface.

A complete SNMP setup includes the following items:

N A management station equipped with an SNMP manager
client that enables sending messages to an SNMP agent
(e.g., the modem). This configuration is not described here.

N A MIB stored in the modem’s memory. This must be
preconfigured in the software image by the ISP.

The SNMP service enabled on the modem, including
defined communities that allow read-only or read/write
accesses from specific hosts. This configuration is
described below.

Creating Communities

2

1. Log into Configuration Manager, click the Admin tab, and
then click SNMP Config in the task bar.

The SNMP Configuration page displays:

ShMP Configuration

mm_nk a-d 4z Zo-ha_r=hin
SHHP Trap: @ frabfe 8 Disabic

Community “ame

ko Common ks Irires!

[ ilF!ea: ol= =] Add Camm
retresn [ iy

Figure 70. SNMP Configuration

2. On the SNMP Configuration page, type a community name
in the empty text box in the left column of the table.
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3. From the Access column of the table, select the privileges
(Read-Only or Read/Write) to assign to all hosts that are part
of this community.

4. Click __Add comm_|

A page displays briefly to confirm your changes, and then the

SNMP Configuration page redisplays with the new entry.

Now, you can add hosts to the new community:

Adding Hosts to Communities

1. Inthe Action column, click M.

The SNMP - Add Host page displays in a separate window:

54MP Host - Add

SHMP Host Infiamation

flos? Address: u] ID_ IE— IE

Commrnity Name: lae

Figure 71. SNMP Host — Add Page

2. Enter the IP address of the host computer you want to add
and click __Submit |

A page displays briefly to confirm the addition, and the SNMP -
Add Host page redisplays.

3. Continue adding hosts as required and click JShbank |

when done.

The newly added hosts now have access to the MIB with the
privilege level associated with the community.
Viewing Hosts

To view all hosts and the communities to which they are assigned,

view Hosts Ion the main SNMP Configuration page.

click
Viewing Global SNMP Statistics
To view statistics relating to SNMP packets received and sent and

packet errors, click —_G12Bal Stats |, ihe main SNMP
Configuration page. The SNMP Global Statistics page shows the
number and type of packets transmitted.
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16 Monitoring System Status and Performing
Diagnostics

This chapter shows you where to find information related to system
events (alarms) and DSL line performance, and how to run a
diagnostic program to troubleshoot problems.

Viewing System Alarms

You can use the Configuration Manager to view information about
alarms that occur in the system. Alarms, also called traps, are
caused by a variety of system events, including connection attempts,
resets, and configuration changes. This information may be helpful
in working with your ISP to troubleshoot problems you encounter
with the device. (Despite their name, not all alarms indicate
problems in the functioning of the system.)

Viewing the Alarm Table

To display the Alarm page, log into the Configuration Manager, click
the Admin tab, and then click Alarm in the task bar. The Alarm
page is shown in Figure 72.

alarm

Ala S Traps [normation
Thu Za- 0L Z0:0207F 1370 STET IS 6_sRkH @ S=che— Lz

oo [ soiress [ o]

Figure 72. Alarm Page

Each row in the table displays the time and date that an alarm
occurred, the type of alarm, and a brief statement indicating its
cause.

You can click on the Refresh Rate drop-down list to select a
recurring time interval after which the page will redisplay with new
data.

Y . Save Alarm | . . .
ou can click to display a Windows File
Download dialog box that enables opening or saving the contents of
the log to your PC. The file is assigned the default name alarm.vif,
and can be viewed with any text editor.

N | . .
€ar | New entries will

Refresh |

To remove all entries from the list, click

begin accumulating and will display when you click
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Viewing the System Log

You can view data generated or acquired by routine system
communication with other devices, such as the results of
negotiations with the ISP’s computers for DNS and gateway IP
addresses. This information does not necessarily represent
unexpected or improper functioning and is not captured by the
system traps that create alarms.

This information accumulates and displays in a system log window.
To view the system log, click the Admin tab, and then click System
Log in the task bar.

Sysktem Log

Thiz page iz Le== Zo dizplz= th= sy==m lagz

L2 b 7 iz A =mec
= CHZ Zecv=x Koo Eesacaing

L2 k.3 riz.dD sec
= @ [CHZ Zervz: Yoo Eesazaione

L2 k.3 riv A sEec
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L2 bl opiz 4 =ec
= CHE Zecvzx Koo Eeshzaiong

Figure 73. System Log page

You can click MI to display a Windows File Download

dialog box that enables opening or saving the contents of the log to
your PC. The file is assigned the default name syslog.vif, and can
be viewed with any text editor.

160



Viewing DSL Information

To view configuration parameters and performance statistics for the
ADSL2+ Router's DSL line, log into Configuration Manager, and
then click the WAN tab. The DSL Status page displays by default:

DEL Scatus

TS fpage cspays O

Local Remonte
Intrlud Fast |[nbrud Fask
a a a a
i i

DEL Status

&) 53c 3 Fancstake

Loop Stop I

Last Faffed Siadus:  |C«C

Operafionsl Status:

Sterue Progress: C=Al Failures
N
SEF:
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[y

“cioar (05t vorom [l stots [l rciresn W o

Figure 74. DSL Status Page

The DSL Status page displays current information on the DSL line
performance. The page refreshes according to the setting in the
Refresh drop-down list, which you can configure.

In the DSL Status table, the Operational Status setting displays a
red, orange, or green ball to indicate that the DSL line is idle,
starting up, or up-and-running, respectively. You can click

Loop S0P |15 end the DSL connection. To restart the

. . Loop Start
connection, you can click ——22P =74

Although you generally will not need to view the remaining data, it
may be helpful when troubleshooting connection or performance
problems with your ISP.

You can click —£"3" | o reset all counters to zero, and
Refresh | . .
to redisplay the page with newly accumulated values.

You can click 25t Param |to display the DSL Parameters

page, which provides data about the configuration of the DSL line:
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DSL Parameter

DSL Parameters and Status

Vendor ID: |D0BSGSPN

Revision Number: |T93.3.8

up Down
Intrlvd Intrlvd | Fast
ASofkbps): |- = 1]
ASi{kbps): |- - i}
L5O(kbps):
LSI(kbps):
Rl aiue:
Svalue:
DValue:

Serial Nember: |123456758%abcdx | Config Data

Local Tx Power: |0.0 db
Remote Tx Power: |0.0 dB
Local Line Atten.: |0.5 dB
Remote Line Aften.: |0.5 dB
tocal SMR Margin: |0.0 dB
Remote SNR Margin: 0.0 dB
Self Test: |Passed

DSi Standard: |T1.413
Trellis Coding: |Disable

Framing Structure: |Framing-0

ciosc [l rofresn [l v

Figure 75. DSL Parameters Page

N The DSL Parameters and Status table displays settings
preconfigured by the product manufacturer or your ISP.

The Config Data table lists various types of error and
defects measurements found on the DSL line.

You cannot modify this data.

2

From the DSL Status page, you can also click ﬂl to display
DSL line performance statistics.

DEL Statistics

Wow of I5 Min. Valid Data fnfervals: i
Wo of I5 Min TAvalid Rety fervais: @

Current 15-Min Interval Statiskics
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Errored Secomnds:
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Moaraiiales Socomds:

Current Day Statistics
Elapsad Time{HH: MM S50

Errored Secomnds:

Severely Errored Secomds:

Mnaraiiable Secomds:
Previous Day Statisics

Monfitored Time{HH: MM S5

Errored Seconds:

Beverely Errored Secomds:

Uravaiiabies Secomds:

Detailed Inberwal Statistic (Past 24 hrs)

l-+|5—3 5-12|13-15|1?—2I]|21-24
[ciuse | [vein

Figure 76. DSL Statistics Page
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The DSL Statistics page reports error data relating to the last 15-
minute interval, the current day, and the previous day.

At the bottom of the page, the Detailed Interval Statistic table
displays links you can click on to display detailed data for each 15-
minute interval in the past 24 hours. For example, when you click on
1-4, data displays for the 16 intervals (15-minutes each) that make
up the previous 4 hours. Figure 77 shows an example.

DSL Interval St atistics

15-Hin Inb=rual Errored Severely Errored Unavailakle Falid
=, Seconds Seconds Seconds Cata

s || || e

=lele|lee|as|lelelalelelelal=]=]=

=lele|lee|as|lelelalelelelal=]=]=

[T SN RSN JUR AN AV IOV AU I R I S N (T (A ]
"

Detailed Inkerval Statisbc (Past 234 hrs)

14 5-&|9-17 13-16 [17-20 z1-24

Figure 77. DSL Interval Statistics Page
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Using Diagnostics

The diagnostics feature executes a series of test of your system
software and hardware connections. Use this feature when working
with your ISP to troubleshoot problems.

Running the Diagnostics Program
Follow these instructions to begin the diagnostics program:

1. Log into Configuration Manager, click the Admin tab, and
then click Diagnostics in the task bar.

The Diagnostics page displays.
Diagn ostics
zed Far aerfarming diag
WAX Tatarface:

Testing Conneckiviby to0 modern

Testrg Ede-aet cor azcder

Testrg &DZ_ = “or =

Testrg Ede-aet cor vzcdcr 3 ATH

Testing Telco Conneckiwity

Testra & 4 2AF s2qrmert £

Testrg &7 25F erd ta ead aing

Tesking 15P Connectivity

Testra F2PCS ser-=r cor nechy by

Testrz FPc= ser=r sess a0

Testrg e b =nt zetiar Aity ser-=r

wal dat 13 azsicrad [ adcrezs 2,000

Testing Inte rmet Connectiviky

Zing defau b gabemew C0 2 C

2inc Primary Cavra a1 M2 e Ser-=r

Ju=ry DS For Aava glakespans vracz.com

2ing w=vae . glckzsaar = -ata.com

| submit [ ping (] Traceroute |

Figure 78. Diagnostics Page

2. From the WAN Interface drop-down list, select the name of
the WAN interface you want to test.

3. Click _Submit |

The diagnostics utility runs a series of test to check whether the
device's connections are up and working. This takes only a few
seconds and the results for each test are displayed on screen (Pass,
Fail, or Skipped). A test may be skipped if the program determines
that no suitable interface is configured on which to run the test.

You can click Help to display an explanation of each test. Work with
your ISP to interpret the results of the diagnostic tests.
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Using the Ping Utility

Ping is a command you can use to check whether your PC can
recognize other computers on your network and the Internet. A ping
command sends a message to the computer you specify. If the
computer receives the message, it sends messages in reply. To
use ping, you must know the IP address or domain name of the
computer you want to communicate with.

For example, you can test whether the path to the ISP is working if
you know the IP address of their access server.

The Diagnostics page provides a utility for executing ping. Follow
these steps:

1. Display the WAN tab, click Diagnostics in the task bar, and

Ping

click at the bottom of the Diagnostics page.

The Diagnostics - Ping page displays:

Diagnostics - Ping

" |Dest IP Address: I I I I

[ ‘ Pest Hostname: ‘l

Packets Transmitted |Packets Received |Percent Packet Loss

|_submit 8] cancel [ Help |

Figure 79. Diagnostics — Ping Page

2. Inthe Dest IP Address text boxes, type the IP address of the
computer you want to ping.

Or, in the Dest Hostname text box, type the domain name of
the target site (such as yahoo.com or mydomain.net).

3. Click _Submit |

In a few seconds, the lower table will display values indicating
the results after 4 ping packets have been transmitted. If a
connection is detected, the Packets Received value will also
equal 4. If no connection can be detected after 4 attempts, then
the Packets Received value will be 0 and the Percent Packet
Loss will be 100%.
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Using the Traceroute Utility

You can use the traceroute utility to view the IP addresses of all the
hops that an IP packet makes from the ADSL2+ Router on its way
to an Internet destination. You can use the results of a traceroute to
determine where a delay or transmission error is occurring.

The traceroute utility sends a specified number of ping or UDP
packets (3, by default) to the first router in the path toward the
specified destination computer. These packets carry a time-to-live
(TTL) value of 1. The TTL value is a counter which is reduced by 1
by each router that receives the packet. The first receiving router
reduces the TTL from 1 to 0 and responds with an ICMP message
indicating that the packet has been discarded. The receipt of this
message enables the ADSL2+ Router to determine:

N thatthe ping/lUDP packets reached the initial router, and
N the packet's approximate time in transit.

The traceroute utility then sends out packets with a TTL of 2. The
First router that receives the packet reduces the TTL to 1 and
routes the packet to the next hop. The second router that receives
the packet reduces the TTL to 0 and responds with an ICMP
timeout reply. The next set of traceroute packets hasa TTL of 3,
and so on, until the traceroute packets reach the destination
computer. The destination computer replies with an error message
that signals the completion of the traceroute.

To perform a traceroute, you must know the destination IP address
or host name. Follow these steps to perform a traceroute:

1. FromtheDiagnostiCSpage,c|ick| Traceroute |

The Diagnostic — Traceroute page displays:
Diagnostics - Traceroute

Destinatinn
Dest [P Addrecs: I

st Rosteame: |

Config Data

& Pnc
©oLDE

Frobe Hessage Troes:

Mo, of Probes per TTL:

Desfsghon WOF port:

|_reoceroute | cancet [ verautt [ eip |

Tracerauke Results

Figure 80. Diagnostics Page - Traceroute
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2. Click either the Destination IP Address or Dest Hostname
radio button, and then type the appropriate data in the
corresponding text box.

The destination host name must be in the form of a fully
qualified domain name, such as yahoo.com.

3. Inthe Config Data section, change any of the following
parameters, as needed:

Field Description
Probe Message The traceroute can use ping/lUDP messages
Type to conduct the traceroute. Some routers in

the path may not support one or the other
method. Try one, and if not working, try the
other.

No. of Probes per The number of redundant packets that will be

TTL sentin each transmission (to account for
packets dropped due to connection or server
problems).

Maximum hops The maximum number of hops that can be
discovered in a traceroute before it
terminates.

Traceroute Timeout  The number of seconds after sending
(secs) ping/UDP packets that the traceroute wil
timeout if no reply is received.

Destination UDP port  When the Probe Message Type is specified
as UDP, the traceroute commands includes
an invalid destination UDP port address in
the UDP packets. When a packet reaches
the destination, it is dropped and the
computer replies with an error message. This
error message is used to identify the
completion of the traceroute.

This field specifies the invalid UDP port
number to use. This field is not used if the
Probe Message Type is ping.

4. Click Traceroute I

to begin the trace.

The results display in the window at the bottom of the page and
include the IP address of each router or computer reached,
from the first to last hop, and the access time for each packet
sent.
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17 Upgrading the Software and Storing and
Restoring the Configuration Data

All system software is contained in a single file, called an image.
The image is stored in system flash memory and contains the
operating system, device drivers, application code, and
configuration data. The configuration data includes all the
customizable settings described in this User's Guide.

You can upgrade the image by installing a new one provided by
your ISP. You can also save the current configuration data to a file,
which you can later restore to system flash.

Upgrading the Image

Your ISP may from time to time notify you that a software upgrade
is available. Upgrade files may be provided to you in two ways:

N Ona CD-ROM or other media. You can use Configuration
Manager to upload the file from the CD-ROM drive or your
PC’s hard drive (or shared network drive) to system flash.

N Onremote ISP server. You can use Configuration Manager
download the file and load it to system flash.

Upgrading Using an Image Stored Locally

Follow this procedure if you have obtained an updated image from
your ISP and stored the file on your PC, CD-ROM, or other media.

1. Insertthe media containing the file in your PC’s CD-
ROM/disk drive. You can access the file from there or copy it
to your hard drive or to any shared network drive.

The name of the upgrade file must be either TEImage*.bin or
TEPatch*.bin, where * represents any number of characters.

2. Log into Configuration Manager, click the Admin tab, and
then click Local Image Upgrade in the task bar.

The Local Image Upgrade page displays.

Local Image Upgra de

d by upl-zd

Cograde fie: |

Figure 81. Local Image Upgrade Page

3. Inthe Upgrade File text box, type the path and file name of

K Browse. ..

the file. You can clic to search for it.
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4. Select the file, and then click Ml.

The following message box displays at the bottom of the page:

Loading New Software
Please do not interrupt the upgrade process. A status page will appear
automatically when loading is completed (about 1 minute).

When loading is complete, the following message displays (the
file name may differ):

File: TEImage.bin successfully saved to flash. Please reboot for the new image
to take effect.

5. Turn off power to the unit, wait a few seconds, and turn it on
again.

The new software will now be in effect. If the system fails to boot or
is not working properly, contact your ISP for assistance.

Uploading an Image Stored Remotely

Follow this procedure if the upgrade file is available by downloading
from your ISP. Contact your ISP to obtain the server and logon
information required.

1. Log into Configuration Manager, click the Admin tab, and
then click Remote Image Upgrade in the task bar.

The Remote Image Upgrade page displays.
Remote [mage Upgrade
=ed 0 Jzlo=d a aEw sy - fro—n = reiche lazskon,

ISP ddoress:

Upgrade e

Lyermame.;

Pas s wera

Lupinad N cancer (8 hp

Figure 82. Remote Image Upgrade Page

If the page does not display a table as shown in Figure 82, but
displays only the Upload button, skip to step 5. In this case, the
download server IP address, filename, and logon information has
already been hard-coded into your system.

2. Inthe IP Address text boxes, type the IP address of the
server from which the file is to be downloaded.

3. Inthe Upgrade File text box, type the complete name of the
file to be downloaded and installed.

The file name can be either TEImage*.bin or TEPatch*.bin,
where * represents any number of characters.

4. Inthe Username and Password fields, type the logon
information to the ISP's server (if the ISP requires it).
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5. Click M

An alert window pops up displaying the following message:

Image upgrade may take a few minutes after which the system will reboot.

6. Click Ll to start the image upgrade.

The file begins downloading from the ISP’s server and loading
the image into flash. When image upgrade is complete, the
following message displays:

Remote Image Upgrade Successful...

The system will proceed to reboot itself automatically. Wait 1
minute to allow the reboot to complete. You must refresh your
browser and log in again if you want to continue using
Configuration Manager.

Storing and Restoring Configuration Settings

Many of theADSL 2+ Router’s software features, such as those
documented in this User’'s Guide, can be configured in various ways
to address your needs or your ISP’s requirements. This
configuration data becomes part of the software image. You can
extract configuration data from the software image and save it on
your PC as a text file. If you later change the system configuration,
but then want to revert to the previous settings, you can load the
configuration file back to the system.

This feature may be especially useful when you receive an image
upgrade file from your ISP containing software updates. Uploading
the new image may overwrite your settings with default values.
Before you load the new image, you can store the configuration
settings. Then, after you load the image, you can restore your
previous configuration.

Follow these instructions to save and restore the configuration file:

1. Ensure that any changes you have made in the current
session have been committed (click the Admin tab, click
Commit & Reboot in the task bar, and then click

Commit )

2. Inthe Admin tab, click Backup/Restore Config in the task
bar.

The Backup/Restore Config page displays:

Backup fRestare Config

Th = 2ac z=d oc beokoaps- i ocorce-ak ov e 2 e machire,

Configuration Fer | B oz

Bawe Config Upload

Figure 83. Backup/Restore Config Page
3. Perform either of the following:
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To save the current configuration, click __%2¥€ €enfig

A Windows dialog box will display to enable you to choose
where to save the file. The file is named commitedcfg.cfg
and can be opened with any text editor.

You can change the file name to identify the date or
characteristics of the configuration; however, you must
change it back to commitedcfg.cfg before restoring it.

To restore a saved configuration file, click Em&l

A Windows dialog box will display to enable you to select
the file, which must be named commitedcfg.cfg, from your
PC or network. Double-click the file and then click

M. The following message displays while the file

is being uploaded:
Loading New Software

Please do not interrupt the upgrade process. The system will reboot soon.
Please open a new browser window to continue browsing.

When the system reboots, your connection to the
Configuration Manager will be suspended and may appear
to hang. If you want to continue to use Configuration
Manager, wait about 30 seconds and Refresh the browser
window (e.g., press <F5> if using Internet Explorer). You
may need to log in again.
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18 Modifying Port Settings

This chapter describes how to modify the Port ID numbers
associated with theADSL2+ Router's Web, FTP, and Telnet servers.

Overview of IP port numbers

The header information in an IP data packet specifies a destination
port number. Routers use the port number along with the IP
addresses to forward the packet to its intended recipient.

For example, all IP data packets that the ADSL/Ethernet router
receives from the Internet specify the same IP address (your public
IP address) as the destination. However, depending on the port
number contained in a data packets, the ADSL/Ethernet router may
pass the packet on to its embedded Web or Telnet servers, or to
another computer on the network.

The Internet community has developed a list of common server
types such as HTTP, Telnet, e-mail, and many others, and has
defined port numbers that can be assigned each. This is nota
mandatory scheme, but is useful in promoting communication
between separately administered LANS.

Modifying the ADSL2+ Router’s Port Numbers

In some cases, you may want to assign non-standard port numbers
to the HTTP and Telnet servers that are embedded on the ADSL2+
Router. The following scenario is one example in which changing
the HTTP port number may be necessary:

You have an externally visible Web server on your LAN,
with a NAT rule (RDR flavor) that redirects incoming
HTTP packets to that Web server. When incoming
packets contain a destination IP address of your public IP
address (which is assigned to the ADSL/Ethernet router’s
WAN interface) and the standard Web server port number
of 80, the NAT rule recognizes the port number and
redirects the packets to your Web server's local IP
address.

Assume in this scenario that you also want to enable
external access to the ADSL2+ Router’s Configuration
Manager, so that your ISP can log in and manager your
system, for example. Accessing Configuration Manager
requires accessing the ADSL2+ Router’'s own Web server
(also called its HTTP server). In this case, you would want
to use the Port Settings feature to assign a non-standard
port number to the ADSL2+ Routers HTTP server.
Without a non-standard port number, the NAT rule would
redirect your ISP’s log in attempt to your LAN HTTP
server rather than to the HTTP server on the ADSL2+
Router.
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Thereafter, when your ISP wants to log on to your
Configuration Manager, they would type your IP address
in their browser, followed by a colon and the non-standard
port number, as shown in this example:

http:/10.0.1.16:61000

Your ISP may also have special circumstances that require
changing the port numbers; contact them before making any
changes here.

Follow these steps to modify port settings:

1. Log into Configuration Manager, click the Admin tab, and
then click Port Settings in the task bar.

The Port Settings page is shown in Figure 84.

Port Settings

This page is used to modify warious port settings across the s

HTTP Port:
(80, 51000-52000)

Telnet Port:
{23, 61000-62000)

FTF Port:
(21, 61000-62000)

Figure 84. Port Settings Page
2. Type the new port number(s) in the appropriate text box(es)
and click Ml.

The default port numbers are shown in Figure 84. You can
enter non-standard port numbers in the range 61000-62000.

3. Click Commit & Reboot in the task bar, and click

C it
omm™ | to save your changes to permanent memory.

4. Onthe Commit & Reboot page, click M.

Note that the new settings will not be effective until you reboot the
system.
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19 Configuring Autodetect

Autodetect enables the modem to automatically detect and
configure a valid ATM VC at startup. Autodetect eliminates the need
to have users configure VC values as described in “Configuring the
ATMVC” on page 50.

How Autodetect Works

When enabled, Autodetect attempts to establish a DSL connection
with the ISP using VC values (VPI/VCI) selected in either of two
ways:

N from a pre-determined list preconfigured on the modem

N from the complete range of valid values

The method of operation is preconfigured by the ISP and cannot
be changed using the Web-based interface.

A valid connection is found when a PPP, EoA, or IPoA interface is
found on the ISP's access server. If the initial VPI/VVCI values do not
detect a valid connection, then Autodetect tries again using the next
set of available values. When a successful connection is discovered,
that connection is used for the current session and the VPINCI
values are "remembered" for initial use the next time the modem
starts up.

Autodetect Modes

Autodetect can be used to establish PPPoE, PPPoA, IPOA-1577
and EoA connections and can be configured in either of two modes:
bridging mode and routing mode. These modes are specific to the
Autodetect feature and are configured in addition to the system
operating mode defined on the modem.

N When Autodetect is configured in bridging mode, it can
detect the presence of PPPoOE and EoA interfaces on the
access server. In this mode, the modem must be
configured as a bridge and a PPPoE or DHCP clientis
expected to be running on the LAN PC (behind the
modem).

N When configured in routing mode, Autodetect can detect
PPPOE, EOA, PPPOA, or IPOA-1577 interfaces on the
access server. Autodetect searches for these interfaces in
the order stated. Depending on the interface detected,
Autodetect creates a PPP, an E0A, or an IPoA interface on
the modem. In this mode, the modem is expected to be
configured as a router.
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Configuring Autodetect

Follow these steps to configure Autodetect:

1. Log into Configuration Manager, click the Admin tab and
then click Autodetect to display the Autodetect page:

Autodetect
This pece is azec tc aube - =mecs wF1AC] 2mis aad ba= carr=: 33ading suppe —=d £ roco s
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Figure 85. Autodetect Page

2. Select the appropriate Autodetect mode of operation, as
described in the previous section, from the Autodetect Mode
drop-down list.

3. Click the Enable radio button.

4. Click Ml.

A page will display briefly to confirm your changes. Autodetect
will not start searching for a valid connection until the modem is
rebooted.

5. Click ﬂl

A warning message will display to inform you that the current
configuration will be lost.

6. cliok_ X |

The modem will reboot and the Web interface will be temporarily
unavailable. Upon reboot, Autodetect will begin searching for a valid
VC and will create a PPP, an E0A, or an IPoA interface on your
modem corresponding to the type of interface detected on the
access server. You can monitor the success or failure of the
Autodetect process by displaying the System Log page, located in
the Admin tab.

If you disable Autodetect, be sure to commit your changes. Also,
when Autodetect is disabled, you must manually configure ATM VC
information as described in “Configuring the ATM VC” on page 50.
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A IP Addresses, Network Masks, and
Subnets

IP Addresses

This section pertains only to IP addresses for IPv4 (version 4 of
the Internet Protocol). IPv6 addresses are not covered.

IP addresses, the Internet's version of telephone numbers, are used
to identify individual nodes (computers or devices) on the Internet.
Every IP address contains four numbers, each from 0 to 255 and
separated by dots (periods), e.g. 20.56.0.211. These numbers are
called, from left to right, field1, field2, field3, and field4.

This style of writing IP addresses as decimal numbers separated by
dots is called dotted decimal notation. The IP address 20.56.0.211
is read "twenty dot fifty-six dot zero dot two-eleven.”

Structure of an IP address

IP addresses have a hierarchical design similar to that of telephone
numbers. For example, a 7-digit telephone number starts with a 3-
digit prefix that identifies a group of thousands of telephone lines,
and ends with four digits that identify one specific line in that group.

Similarly, IP addresses contain two kinds of information.

N Network ID
Identifies a particular network within the Internet or intranet

N HostID
Identifies a particular computer or device on the network

The first part of every IP address contains the network ID, and the
rest of the address contains the host ID. The length of the network
ID depends on the network's class (see following section). Table 3
shows the structure of an IP address.

Table 3. IP Address structure

Fieldl Field2 Field3 Field4
Class A Network ID Host ID
Class B Network ID Host ID
Class C Network ID | Host ID

Here are some examples of valid IP addresses:

Class A: 10.30.6.125 (network = 10, host = 30.6.125)
Class B: 129.88.16.49 (network = 129.88, host = 16.49)
Class C: 192.60.201.11 (network = 192.60.201, host = 11)
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s

Definition
mask

Network classes

The three commonly used network classes are A, B, and C. (There
is also a class D but it has a special use beyond the scope of this
discussion.) These classes have different uses and characteristics.

Class A networks are the Internet's largest networks, each with
room for over 16 million hosts. Up to 126 of these huge networks
can exist, for a total of over 2 hillion hosts. Because of their huge
size, these networks are used for WANs and by organizations at the
infrastructure level of the Internet, such as your ISP.

Class B networks are smaller but still quite large, each able to hold
over 65,000 hosts. There can be up to 16,384 class B networks in
existence. A class B network might be appropriate for a large
organization such as a business or government agency.

Class C networks are the smallest, only able to hold 254 hosts at
most, but the total possible number of class C networks exceeds 2
million (2,097,152 to be exact). LANs connected to the Internet are
usually class C networks.

Some important notes regarding IP addresses:

N The class can be determined easily from field1:
fieldl = 1-126: Class A
fieldl =128-191: ClassB
fieldl = 192-223: ClassC
(field1 values not shown are reserved for special uses)

N A host ID can have any value except all fields set to 0 or all
fields set to 255, as those values are reserved for special
uses.

Subnet masks

A mask looks like a regular IP address, but contains a pattern of
bits that tells what parts of an IP address are the network ID and
what parts are the host ID: bits set to 1 mean “this bitis part of the
network ID" and bits set to 0 mean “this bit is part of the host ID."

Subnet masks are used to define subnets (what you get after
dividing a network into smaller pieces). A subnet's network ID is
created by "borrowing™” one or more bits from the host ID portion of
the address. The subnet mask identifies these host ID bits.

For example, consider a class C network 192.168.1. To split this
into two subnets, you would use the subnet mask:

255.255.255.128
It's easier to see what's happening if we write this in binary:
11122111.11211212.11111111.10000000

As with any class C address, all of the bits in field1 through field 3
are part of the network ID, but note how the mask specifies that the
first bit in field 4 is also included. Since this extra bit has only two
values (0 and 1), this means there are two subnets. Each subnet
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uses the remaining 7 bits in field4 for its host IDs, which range from
0 to 127 (instead of the usual O to 255 for a class C address).

Similarly, to split a class C network into four subnets, the mask is:
255.255.255.192 or 11111111.11111111.11111111.11000000

The two extra bits in field4 can have four values (00, 01, 10, 11), so
there are four subnets. Each subnet uses the remaining six bits in
field4 for its host IDs, ranging from O to 63.

Sometimes a subnet mask does not specify any additional
network ID bits, and thus no subnets. Such a mask is called a
default subnet mask. These masks are:

Class A: 255.0.0.0
Class B: 255.255.0.0
Class C: 255.255.255.0

These are called default because they are used when a network is
initially configured, at which time it has no subnets.
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B Troubleshooting

This appendix suggests solutions for problems you may encounter

in installing or using the ADSL2+ Router, and provides instructions
for using several IP utilities to diagnose problems.

Contact Customer Support if these suggestions do not resolve the

problem.

Problem

Troubleshooting Suggestion

LEDs

POWER LED does not
illuminate after product is
turned on.

Verify that you are using the power cable provided
with the device and that it is securely connected to
the ADSL2+ Router and a wall socket/power strip.

INTERNET LED does
not illuminate after
phone cable is attached.

Verify that a standard telephone cable (called an
RJ-11 cable) like the one provided is securely
connected to the ADSL port and your wall phone
jack. Allow about 30 seconds for the device to
negotiate a connection with your ISP.

Ethernet LED does not
illuminate after Ethernet
cable is attached.

Verify that the Ethernet cable is securely connected
to your LAN hub or PC and to the ADSL2+ Router.
Make sure the PC and/or hub is turned on.

Verify that you are using a straight-through type
Ethernet cable to the uplink port on a hub or a cross-
over type cable to a stand-alone PC. If you
connected the device to an ordinary hub port (not
Uplink), you must use a straight-through cable. (To
check: hold the connectors at each end of the cable
side-by-side with the plastic spring facing down.
Looking at the wires from left to right, if the first,
second, third, and sixth wires are the same color on
the two connectors, then it is a straight-through type.
On a cross-over type, wire 1 on one connector
should be the same color as wire 3 on the other. The
same is true of wires 2 and 6.)

Verify that your cable is sufficient for your network
requirements. A 100 Mbit/sec network (10BaseTx)
should use cables labeled CAT 5. A 10Mbit/sec
network may tolerate lower quality cables.

Internet Access

My PC cannot access
Internet

Use the ping utility, described on page 165, to check
whether your PC can communicate with the ADSL2+
Router’s LAN IP address (by default 192.168.1.1). If
it cannot, check the Ethernet cabling.

If you statically assigned a private IP address to the
computer, (not a registered public address), verify
the following:

- Check that the gateway IP address on the
computer is your public IP address (see “Quick
Start Part 2 — Configuring Your Computers,” for
instructions). If it is not, correct the address or
configure the PC to receive IP information
automatically.

Verify with your ISP that the DNS server
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Problem

Troubleshooting Suggestion

specified for the PC is valid. Correct the address
or configure the PC to receive this information
automatically.

Verify that a Network Address Translation rule
has been defined on the ADSL2+ Router to
translate the private address to your public IP
address. The assigned IP address must be
within the range specified in the NAT rules (see
Chapter 4). Or, configure the PC to accept an
address assigned by another device (see “Quick
Start Part 2 — Configuring Your Computers”).
The default configuration includes a NAT rule for
all dynamically assigned addresses within a
predefined pool (see the instructions in Chapter
8 to view the address pool).

My LAN PCs cannot
display web pages on
the Internet.

Verify that the DNS server IP address specified on
the PCs is correct for your ISP, as discussed in the
item above. If you specified that the DNS server be
assigned dynamically from a server, then verify with
your ISP that the address configured on the ADSL2+
Router is correct, then You can use the ping utility,
described on page 165, to test connectivity with your
ISP’s DNS server.

Configuration Manager Program

| forgot/lost my
Configuration Manager
user ID or password.

If you have not changed the password from the
default, try using “root” as both the user ID and
password. Otherwise, you can reset the device to the
default configuration by pressing the Reset button on
the back panel of the device three times (using a
pointed object such as a pen tip). Then, type the
default User ID and password shown above.
WARNING: Resetting the device removes any
custom settings and returns all settings to their
default values.

| cannot access the
Configuration Manager
program from my web
browser.

Use the ping utility, discussed in the following
section, to check whether your PC can communicate
with the ADSL2+ Router’s LAN IP address (by
default 192.168.1.1). If it cannot, check the Ethernet
cabling.

Verify that you are using Internet Explorer v5.0 or later,
or Netscape Navigator v6.1 or later. Support for
Javascript® must be enabled in your browser. Support
for Java® may also be required.

Verify that the PC’s IP address is defined as being on
the same subnet as the IP address assigned to the LAN
interface on the ADSL2+ Router.

My changes to
Configuration Manager
are not being retained.

Be sure to use the Commit function after any changes.
This function is described on page 39.
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